
Flashing the Xiaomi Mi-Wifi 3G

Step 1 – Setting up the factory firmware

The first thing that must be done with this router is to set up the passwords for the factory firmware. 
Using Ethernet, plug in your computer to one of the router’s LAN ports. Then use your browser to go 
to 192.168.31.1.

You will see the opening splash screen for the router.

Click on the text in the lower right hand corner. 



This will take you to another screen where you must click on the large button.



You will then be asked to enter a password for the Wifi. It must be at least 8 characters long.

Click on the button after entering a password.



Next you will asked to enter the password to access the router’s GUI. Remember this password as you 
will need it again.



In the next screen click on the button.



Again, in the next screen click on the text at the bottom.



Close the following popup box by clicking on the button.

At this point the router is set up and ready for use.



Step 2 – flashing to the developer firmware

Once the router is set up you will have to flash it to the Xiaomi Developer firmware.

To do this click on the drop down box in the upper right hand corner and select Upgrade.

Next, click on the button that allows a manual upgrade of the firmware.



In the popup box that now appears use the browse button to select the 
miwifi_r3g_firmware_c2175_2.25.122.bin file and then click on the Upgrade button.



Confirm that you want to upgrade the firmware by clicking on the button in the next screen.

The router will now upload the new firmware and begin the flashing process. This will take a few 
minutes and the light on the front of the router will change colors.

Wait for the light to become a solid blue again and you will be able to access the GUI at 192.168.31.1.



You will be able to log in using the router password you set earlier.

Enter the password and click on the arrow on the right side of the box. The router has now been flashed
to the Developer firmware.

Step 3 – obtain the SSH firmware

In order to be able to flash to the ROOter firmware the router must once again be flashed to a special 
Xiaomi firmware that allows SSH access to the router.

To obtain this firmware for the router you must make an account with Xiaomi so your router can be 
registered with them and they can make up a special firmware for it is a custom password.

To create the account use your browser to go to

https://account.xiaomi.com/pass/register

and select your country and enter your email address.

Xiaomi has issues with many email servers as described here

http://en.miui.com/thread-590105-1-1.html

and it has been found that you need to use a Gmail account to make the process work. You may have to 
set up a Gmail account if you don’t already have one just to register with Xiaomi.

http://en.miui.com/thread-590105-1-1.html
https://account.xiaomi.com/pass/register


At this point you must provide the router with Internet to its WAN from another source. This can be 
regular wired Internet or from the LAN of another router that has Internet access to the WAN of the 
Xiaomi Mi 3G.

You must be using the Xiaomi Mi 3G router for Internet access on your computer when you attempt 
to download the special SSH firmware. Use your browser to go to

https://d.miwifi.com/rom/ssh 

If you have trouble accessing this site check the URL in the browser address bar. You will have to 
reenter the http:// part at the start of the URL to try again. It may take several tries to access the site.

Use your account email address and password to enter the site.

You will see at the top of the page a password line with root in it. It will have some Chinese as well, 
followed by the password which will be something like 205e0eb0. Write down this password as you 
will need it later to gain SSH access to the router.

Click on the button next to it to download the SSH firmware. In the popup box that will now appear 
click on the right hand button.

https://d.miwifi.com/rom/ssh


You will then download the miwifi_ssh.bin file.

Step 4 – flashing the SSH firmware

Flashing the SSH firmware and the ROOter firmware will require a USB memory stick formatted to 
FAT32. Any size memory stick can be used.

Copy the  miwifi_ssh.bin file to the memory stick along with the kernel1.bin and rootfs0.bin files 
from the ROOter package.

Unplug the power from the router.

Use a paperclip or toothpick to hold down the recessed reset button on the back of the router and, while
still holding it down, plug in the power. Keep holding the button in until the front light starts flashing 
yellow. This can take 10 seconds or more to happen. Then release the reset button.

Wait for the router to flash to the SSH firmware. When this is finished the front light will turn blue.

Leave the router powered up and the memory stick plugged into it at this point.



Step 5 – flashing the ROOter firmware

Extract the putty.exe file from the ROOter package and place it in a temporary folder. Double click it 
to start it running.

Enter the router’s IP Address ( 192.168.31.1 ) in the IP address box and make sure that SSH is 
selected. Click on the Open button.

Click on Yes in the popup box that appears asking if you know and trust this device.

When the Putty terminal box appears you will be asked to enter a user. Enter root and press Enter. You
will then be asked for the password. Enter the password you received when you downloaded the SSH 
firmware. Press Enter.



You will now be at the router’s command line and are able to enter commands there. Enter the 
following commands one at a time, pressing Enter after each one, and waiting until the prompt appears 
again before entering the next one.

 cd /extdisks/sda1 
 mtd write kernel1.bin kernel1 
 mtd write rootfs0.bin rootfs0 
 nvram set flag_try_sys1_failed=1 
 nvram commit 
 reboot 

You can now close the Putty terminal window and wait for the router to flash the ROOter firmware. 
The front light will change color when this starts to happen.

When the front light changes to blue you will have access to the ROOter web GUI at 192.168.1.1.

However, the process of booting up the router for the first time after the flash will take about 10 
minutes so you will have to wait until then before doing anything with the router. There is no easily 
seen indication that the flash is finished so you just have to wait.

After the first flash, when you reboot the router, it will boot up in a normal amount of time and you can
access the web GUI when the front light turns blue.

Step 6 – upgrading the ROOter firmware

Once the router has been flashed to the ROOter firmware it will act like a normal ROOter whenever 
you want to upgrade to a newer version of ROOter.

Select the System menu and the Backup/Flash Firmware submenu and browse for the file in the 
ROOter package with upgrade.tar in its name.

As with the above flashing method, it will take about 10 minutes after a flash before the router is really 
ready to be used.


