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FCC NOTICE

This device has been tested and found to comply with the limits for a Class B digital device,

pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable

protection against harmful interference in a residential installation. This device generates, uses

and can radiate radio frequency energy and, if not installed and used in accordance with the

instructions, may cause harmful interference to radio communications. However, there is no

guarantee that interference will not occur in a particular installation. If this device does cause

harmful interference to radio or television reception, the user is encouraged to try to correct

the interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.

e Connect the computer into an outlet on a circuit different from that to which the receiver is
connected.

¢ Increase the separation between the computer and receiver.

e Consult the dealer or an experienced radio/TV technician for help.

Caution: Any changes or modifications not expressly approved by the grantee of this device
could void the user's authority to operate the equipment.

FCC Compliance Statement: This device complies with Part 15 of the FCC Rules. Operation is
subject to the following two conditions:

This device may not cause harmful interference, and

This device must accept any interference received, including interference that may cause
undesired operation.

RF Exposure warning

The equipment complies with FCC RF exposure limits set forth for an uncontrolled environment.
The equipment must not be co-located or operating in conjunction with any other antenna or
transmitter.

ICES 003 Statement
This Class B digital apparatus complies with Canadian ICES-003.



Declaration of Conformity

Compey, Inc. declares the following:

Product Name: Wireless Access Point with PoE

Model No.: WP543 conforms to the following Product Standards:

This device complies with the Electromagnetic Compatibility Directive (89/336/EEC) issued by
the Commission of the European Community. Compliance with this directive implies conformity
to the following European Norms (in brackets are the equivalent international standards.)
Electromagnetic Interference (Conduction and Radiation): EN 55022 (CISPR 22)
Electromagnetic Immunity: EN 55024 (IEC61000-4-2, 3, 4, 5, 6, 8, 11)

Low Voltage Directive: EN 60 950: 1992+A1: 1993+A2: 1993+A3: 1995+A4: 1996+A11: 1997.
Therefore, this product is in conformity with the following regional standards: FCC Class B:
following the provisions of FCC Part 15 directive, CE Mark: following the provisions of the EC
directive.

Compey, Inc. also declares that:

The wireless card in this product complies with the R&TTE Directive (1999/5/EC) issued by the
Commission of the European Community. Compliance with this directive implies conformity to
the following:

EMC Standards: FCC: 47 CFR Part 15, Subpart B, 47 CFR Part 15, Subpart C (Section 15.247); CE:
EN 300 328-2, EN 300 826 (EN 301 489-17)

Therefore, this product is in conformity with the following regional standards: FCC Class B:
following the provisions of FCC Part 15 directive, CE Mark: following the provisions of the EC
directive.

Firmware

This manual is written based on Firmware version 1
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Overview the Product
Introduction

The high-performance Wireless Network Access Point (AP) is designed
for enterprise and public access applications. Embedded with the
Atheros chipset, it boasts network robustness, stabilty and wider
network coverage. Based on 802.11n (Draft 2.0), the access point
supports high-speed data transmission of up to 300Mbps.

The access point is capable of operating in different modes, which
makes it suitable for a wide variety of wireless applications, including
long-distance deployments.

Designed with two externals SMA connectors offering excellent
electrical performance and compatible with SMA antennas, the
access point can be used for a wide variety of wireless applications
and allows you to position the wireless antenna in a better signal-
broadcasting location for improved wireless coverage and signal
strength or simply in a more convenient location.

Moreover, its integrated Power over Ethernet (PoE) allows the access
point to be used in areas where power outlets are not readily
available.

To protect your security and privacy, the access point is armed with
many enhanced wireless security features such as WPA, WPA2 (with
Advanced Encryption Standard encryption) MAC Address Filtering, IEEE
802.1x Authentication and 64/128-bit WEP (Wired Equivalent Privacy) to
ensure privacy for the heterogeneous mix of users within the same
wireless network.

The access point also incorporates a unique set of advanced features
such as: Virtual AP to deliver multiple services; Long-Range parameter
fine-tuning which provide the access point with the ability to auto-
calculate parameters such as slot time, ACK time-out and CTS time-out
to achieve a longer range.

Depending on the model, some model will have less hardware features. All the software functions are the
same.
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Features and Benefits

¢ Point-to-Point & Point-to-MultiPoint Support
Point-to-Point and Point-to-MultiPoint communication
between different buildings enables you to bridge wireless
clients that are kilometres apart while unifying the
networks.

e Virtual AP (Multiple SSID)
Virtual AP implements mSSID (Multi-SSID)
This allows a single wireless card to be set up with multiple
virtual AP connections with different SSIDs or BSSID (Basic
Service Set |dentifier) and security modes.

e Highly Secured Wireless Network

The access point supports the highest available wireless
security standard: WPA2. WPA2 has two different modes:
WPA2-Personal for SOHO users and WPAZ2-Enterprise for
Enterprise users. The access point also supports IEEE 802.1x
for secure and centralized user-based authentication.
Wireless clients are thus required to authenticate through
highly secure methods like EAP-TLS, EAP-TTLS, and EAP-
PEAP, in order to obtain access to the network.

e Smart Select
This feature will automatically scan and recommend the
best channel that the access point can utilize.

e uConfig Utility
The exclusive uConfig utility allows users to access the user-
friendly Web configuration interface of the access point
without having to change the TCP/IP setup of the
workstation.
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e HTTPS
The access point supports HTTPS (SSL) in addition to the
standard HTTP.
HTTPS (SSL) features additional authentication and
encryption for secure communication.

e Telnet
Telnet allows a computer to remotely connect to the
access point CLI (Command Line Interface) for control
and monitoring.

e SSH
SSH (Secure Shell Host) establishes a secure host
connection to the access point CLI for control and
monitoring.
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When to Use Which Mode

Access Point Mode

The Access Point Mode is the default mode of the access point and
enables the bridging of wireless clients to access the wired network
infrastructure and also enables their communication with each other.

In this example the wireless users are able to access the file server
connected to the switch, through the access point in Access Point
Mode.

Cable/ADSL
modem Switch

S
> 4

: < &
£ = =

i

=
"_ Access Point
File server

Laptop
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Access Point Client Mode

In Access Point Client Mode the device acts as a wireless client.

When connected to an access point, it creates a network link between
the Ethernet network connected at this client device, and the wireless
Ethernet network connected at the access point.

In this mode it can only connect with another access point. Other
wireless clients cannot connect to it directly unless they are also
connected to the same access point — allowing them to communicate
with all devices connected to the Ethernet port of the access point.

In this example the workgroup PCs can access the printer connected
to the access point in Access Point Client Mode.

Optional additional feature:

Point-to-Point connection in this operation mode is also supported if
you specifically wish to connect with an access point only.

Please refer to the Point-to-Point setup section.

Car:lgs:ﬁsb Switch P qﬁ @5)
router /\// Hmsrrp?
/f'\/ Access %
1 Point Client
L ]
el

Workgroup
of PCs

Terminal

Access Point
Bridge
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Wireless Routing Client Mode

In Wireless Routing Client Mode the Ethernet port of the access point
may be used to connect with other devices on the network while

Internet access would be provided through wireless communication
with a wireless ISP.

Public IP Internet
address is
Switch transmitted

wirelessly
Broadcasting
l-r:— Tower

e
He® 9¥

Workgroup
of PCs
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Gateway Mode

In Gateway Mode, the access point supports several types of
broadband connections in a wireless network after you have identified
the type of broadband Internet access you are subscribed to.

Cable/ADSL
e

Gateway e et
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Broadband Internet Access Type:

Static IP Address
Use Static IP Address if you have subscribed to a fixed IP address or to a
range of fixed IP addresses from your ISP.

Dynamic IP Address
With Dynamic IP Address the access point requests for, and is
automatically assigned an IP address by your ISP, for instance:

e Singapore Cable Vision

e @HOME Cable Services

PPP over Ethernet (PPPOE)
Use PPPOE if you are using ADSL services in a country utilizing standard
PPPOE authentication, for instance:
e Germany with T-1 Connection
e Singapore with SingNet Broadband or Pacific Internet
Broadband

PPTP
Use PPTP if you are using ADSL services in a country utilizihng PPTP
connection and authentication.

Layer Two Tunneling Protocol (L2TP)
L2TP enables ISPs to operate Virtual Private Networks (VPNS)
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Wireless Adapter Mode

In Wireless Adapter Mode, the access point can communicate
wirelessly with another access point to perform transparent bridging
between 2 networks, like in the Access Point Client Mode. In this mode,
however, the wireless adapter connects to a single workstation only.
No client software or drivers are required to use this mode.

Optional additional feature:

Point-to-Point connection in this operation mode is also supported if
you specifically wish to connect with an access point only.

Please refer to the Point-to-Point setup section.

Internet

Dynamically

Cable/ADSL - leased IP .
<P address from % )
DHCP server . [0y L
AV Wireless
A

Adapter Macintosh

S5
Access Point
Bridge

Workgroup
of PCs

Page 9



Transparent Client Mode

In Transparent Client Mode, the access point provides connection with
an access point* acting as the RootAP. This operation is designed for
the implementation of Point-to-Point and Point-to-Multipoint
connections.

Point-to-Point Point-to-MultiPoint
An access point acts as Root AP and 1 An access point acts as Root AP
other access point acts as Transparent and several other access point
Client. acts as Transparent Clients.

This mode is generally used for outdoor connections over long
distances, or for indoor connections between local networks.

MAC MAC
00:70:37:2c:f5:de  00:90:59:4c:f7:de

. Current Compex model that provide RootAP support are: WP54x series; WPP54x series; WP18; and NP18A.
For newer models, please contact your Compex supplier or visit the Compex web site.
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Difference Between other client modes and Transparent

Client Mode
Other client modes Transparent Client Mode

Connectivity with any Connectivity with ROOtAP-
standard APs. supported APs.
All devices connected to Devices connected to the
the Ethernet ports use a Ethernet ports flow through
common MAC address for freely and transparently
communications with the without the MAC address
AP. restriction.

The Transparent Client Mode is more transparent, making it more
suitable for linking 2 networks together in a point-to-point, or point-to-
multipoint network connection.

MAC MAC
00:80:48:3c:f6:de  00:80:48:3c:f6:de
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Repeater Mode

The access point comes with a built-in Repeater Mode to extend the
range, and substantially enhance the performance of the wireless
network by allowing communications over much greater distances.

In Repeater Mode, the access point acts as a relay for network signals
on the network by regenerating the signals it receives, and
retransmitting them to extend the range of the existihng network
infrastructure.

Detailed information on the Repeater Mode is available in the
Repeater Setup section.

Ethernet Network
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Panel Views and Description

Figurel: Front Panel Light Indicator Figure2: Back Panel View

el ‘-Lr

el o

Features Status and Indications

1 | Power LED Static Light: Power is being supplied to the device.

Off: Power is not being supplied to the device.

2 | Diagnostic Flashing Light: This indicateds the flash during power-up and will
LED go off after the diagnostic is passed.
3 | WAN Steady Light: WAN connection is established.
Link/Act
LED
4, | WLAN Steady Light: Wireless interface running and ready for operation.
5 Link/Act Flashing Light: Wireless network is active.
LED

Ethernet Port | Steady Light: Connection has been established between the device

5 LED and the network.
Flash Light: network is active.
Off: No network connection.
7 | Ethernet 10/100Mbps Ethernet port
Port
8 | DC Jack For power input. 12V — 24V DC.

e To reboot, press once.

e To reset password, press and hold the button for 5 seconds
before releasing it.

e To restore the factory default settings, press and hold the button
for 8 seconds before releasing it.

9 | Reset Button

10 | Antenna External SMA Antenna
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Install the Hardware

Setup Requirements

CAT5/5e Networking Cable.

e Atleast 1 computer installed with a web browser and a wired or
wireless network interface adapter.

¢ All network nodes installed with TCP/IP and properly configured
IP address parameters.

Using power adapter to supply power to
the unit

Step 1:

Insert one end of the Ethernet cable to the Ethernet port on your
access point, and the other end of the cable to your PC’s
Ethernet network adapter.

RJ45
Ethermet Port »
FET .“w P
AETO /'
P "\g_/_'i -
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Step 2:

Attach the power adapter to the main electrical supply,
and connect the power plug into the socket of the access
point.

a1
y G
N ‘4 Main Bactrica
ﬁ-— Supply
# —

._g_l

Step 3:

Turn ON the power supply and power ON your PC. Notice
that the LEDs: Power and Port have lighted up. This
indicates that connection has been established
successfully between your access point and your PC.
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Using PoOE+ to supply power to the unit

The access point is fully compatible with PoE+. This accessory supplies
operational power to the wireless AP via the Ethernet cable
connection.

Users who have already purchased PoE+ and who wish to use it to
supply power to the access point may follow the installation
procedures shown below:

Step 1:

Use an RJ45 Ethernet cable to connect one end of the
cable to the LAN OUT port of POE+ and the other end to
Ethernet port of the access point.

LAN POE+
our °

e

// l. J
vy
-y,

4
7" Ethemet
" Port

Step 2:

Next, connect the RJ45 Ethernet cable attached to PoE+
to your PC’s Ethernet network adapter.

Once you have finished configuring your access point, you
can connect the PoE+’s RJ45 Ethernet cable to your
network device, such as to a switch or hub.
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2145
PoE+ Etnernet Port -

Step 3:

Connect the power adapter supplied with PoE+ to the
main electrical supply and the power plug into the socket
of the injector.

Note:

The voltage and current supplied to the power adapter
and the PoE+ power adapter are different. Do not
interchange the power adapters.

rAin Beiical Supply

" 5

B -
l i
* 2 LT Iﬂ_:"
1 Etherned Porl |,
i
L N,
&
L]

Step 4:

Turn on your power supply. Notice that the Power LED has
lighted up. This indicates that the access point is receiving
power through PoE+. Notice also that the corresponding
port LEDs have lighted up. This indicates that connection
between your access point and your PC has been
established.
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Configure the IP Address

After setting up the hardware you need to assign an IP address to your
PC so thatitis in the same subnet as the access point.

For Windows 95/98/98SE/ME/NT

Step 1:
From your desktop, right-click the Network Neighborhood icon and select Properties.

Step 2:
Select the network adapter that you are using, then right-click and select Properties.

Step 3: Notmant
H |g h||g ht TC P/I P and Clle Canfiguration | dentifieation | Access Canirol |

The following netwark components ars installed:

on the Properties button.

35 Realtek ATLE133 Famil PCI Fast Ethemet Controller

s+ File and printer sharing for Microsoft Networks

sid. | Remoe || Popeties |

Primay Metwork Logon:
[Ciient for Microsoft Networks =l

Eile and Print Sharing...

Description

TCP/IF is the protocol pou use to connect ta the Intemet and
wide-area networks

Carcel

Step 4:

TCP/IP Properties Jd B3
Select the Specify an IP Bindngs | Advanced | NewiDS |
a d d ress ra d | o b utton DNS Configuration I Gateway I WINS Configuration ~ IP Address

An |P address can be automatically assigned to this computer.
If your network does not automatically assign IP addresses, ask

Se t the |P a d dreSS tO fho:rs;?cv;oé;gir.ninislratmforanaddress.andlhenlypei&in
192.168.168.X and subnet
mask to 255.255.255.0,
where X can be any
number from 2 to 254.

IPAddiess:  [192.168.168.100
Subnet Mk

0K I Cancel
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Step 5:

To verify that the I[P
address has been
correctly assigned to
your PC, go to the Start
menu, select Run, and
enter the command:
winipcfg.

Select the Ethernet
adapter from the drop-
down list and click OK.

[ IP Configuration 1B [

[~ Ethernet Adapter Information

Fiealtek RTLE133 Familu PCI Fas T
Adapter ddthess | 00-80-48 EAAAZ
IP Address 182.166188.160

Subnet Mask 255.256.265.0
Default Gateway 19216814818

i I |

Release Al | Renewall | Morelnfass |

Your PC is now ready to communicate with the access point.

For Windows XP/2000

Step 1:

Go to your desktop, right-click on the My Network Places icon and select Properties.

Step 2:

Right-click the network
adapter icon and select

Properties.

Step 3:

Highlight Internet Protocol
(TCP/IP) and click on the

Properties button.

LAN or High—Speed Internet

N

P -
i ! Status

Repair
Bridge Connections

Create Shortout

Rename

Properties

- Local Area Connection Properties "ﬂ@

| Gereral | Authentication | Advanced

Connect using:

‘ 8 Realtek RTLE139 Family POl Fast Ett

This conrection uses the fallowing items:

& % NwLink NetB10S Al
[¥] %= NuwLink IPX/SPR/NEtBIOS Compatible Tramsport Prot

2R i Inicinet Protocal {TCF/IF) |
|
= | & |

Deseiption

Transmission Contral Protocol/intemet Pratocol. The default
wide area netwark protocal that provides communication
acrass diverse interconnectad networks.

[ Show icon in notification area when connected
Hotify me when this conmection has limited or no connectivity
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Step 4:

Select the Use the following
IP address radio button.

Set the IP address to
192.168.168.X and subnet
mask to  255.255.255.0,
where X can be any
number from 2 to 254.

Step 5:
Click on the OK button to close all windowvs.

Step 6:

Internet Protocol (TCP/IP) Properties

General

the appropriate P setings
O Dbtain an IP address automatically
(@ Uss th fellowing IP s
1P addrsss 192
Subiet sk 25

Defaul aateway:

(@ Use the following DNS server addresses.
Freferred DNS server:

&ltemate DNS server

You can get IP settings assigned autamaticaly f your network supports
this capability, Citherwise, you need ta ask. your netwrk, administrator for

21X

168 168 160

255 256 0

Advanced
oK Cancel

To verify that the IP address has been correctly assigned to your PC, go to the Start
menu, Accessories, select Command Prompt, and type the command: ipconfig/all

cv C:A\WINDOWS\system32\cmd.exe

C:\Documents and Settings\MAdministrator>ipconfig/all

Mindows IP Configuration

: winxp—-Orirrt3dpj

Primary Dns Suffix
Node Type

IP Routing Enabled
WINS Proxy Enabled.

Local Area Connection:

fic DNS Suffix . =

: Realtek RTL8139 Family PCI Fas

ical Ad
Dhcp Enable
I re
Subnet M
IP Add:
Subnet

nknown
No

: No

9-01-80-0E-86—-37

o
92.168.168.22
55.255.255.9
92.168.88.43
55.255.255.8
92.168.88.2
165.21.100.88
165.21.83.88

st Ethe

Your PC is now ready to communicate with your access point.
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Access the Web Interface

Access with uConfig

The UConfig utility provides direct access to the web interface.

Step 1:
Insert the Product CD into your CD-ROM drive, the CD will autorun.

Step 2:
From the Utilities section, select to install the uConfig utility to your hard disk.

Step 3:

After installation double-click on the uConfig icon and click on the Yes
button.

his uConfig utility should be run only in one-to-one
connection with a uConfig compatible device.
If your PC is connected to other IP devices in the network,
uConfig may not work properly.

Do you want to proceed?
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Step 4.

Select the access point from the products list and click on the Open Web
button. To retrieve and display the latest device(s) in the list, click on the
Refresh button.

Help
— MIC Adaptor List

Diescription | MALC | 1P | I azk | Gateway
Broadcom “Wieles... 00-17-C4-04-43-20 0000 0000
Fealtek RTLE1ES... 00-03-25-2F-D1-80 192716816811 255,265 2850

r— Farward/B oute Lizt

Metwork D estination | Metmazk | G atevay | Interface | b etric: | -
127.0.00 255.0.0.0 127.0.01 127.0.01 1 [
192.168.168.0 255.255.255.0 192.168.168.11 192168.168.11 20
192.168.168.11 255.255.255.285  127.0.01 127.0.01 20
192 1RA 1RR A5 PRREPRARZRR AR 192 1RR1RA 11 1592 1RR1RR 11 20 LI

— Compex Products List----Current Selected 1

Product Maodel I Systern Mame I tAL I 1P I M er
AR AP 00-80-48-32-34-56 192.168.168.1 Hit
1] | H

. Openweb

% Refresh | Exit |

Step 5:

Do not exit the uConfig program while accessing the web-based interface
as this will disconnect you from the device. Click on the OK button.

Warning EI

The selected product is on different subnet, uConfig will change
the system settings to enable access to the product's Web
Interface.

Do not close uConfig while accessing the product's Web Interface,
doing so will break the connection.

After finishing the product configuration, press the <ExitUconfig>
link on the product's ¥Web Interface. uConfig will then close
automatically.
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Step 6:

At the login page, press the LOGIN! button to enter the configuration page.
The default password is: password

Wireless LAN Access Point Management

Please enter your password:

[osssesss | LoGINI

[ Forgotten your password? - see the User's Guide for instructions |

Step 7:

You will then reach the home page of the access point web-based
interface.

7} wireless DualBand Broadband Internet Router - Micresoft Internet Explorer =18 x|
Fle Edt Vew Favortes Tods Help | &
@ [ N N
@Ba(k - \) - D @ \‘h ‘ ﬁSEar(h 5 ¢ Favortes {£) Efzv = -3
|agdress [ retpij192. 168 165, henjmain.asp T Be | Junks s windows? »

Wireless WP543 Access Point with built-in PoE

networks@work
NetPassage WP543

LAN Setup
WLAN 0 Setup{a/b/g)
Welcome to IMetPassage WP543 Configuration!

STP Setup
SNMP Setup

Telnet/SSH Setup

User Management

web Management Setup
Activation Key Setup

Ping Utility

Auto-Reboot

Syslog

Event Lag

Systern Identity

System Clock Setup

Firmware Upgrade

Backup or Reset Settings

Reboot System # Welcome, please choose an option from the configuration menu.
Change Passward > Welcome, please choose an option from the configuration menu.
Logout

HELP

Gt Terhnical Sunnart =l

Eloae I B B B Y= S
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Manual access with Internet Explorer

Step 1:
Launch your Web browser and under the Tools tab, select Internet Options.

A Yahoo! Singapore - Microsoft Internet Exploren

File Edit Wiew Favorites BREGES Help

s Mail and News | n
@ Back = () Iﬂ Synchronize, . |
' Windows Update —

‘Windows Messenger
‘fshao! Messenger
Show Related Links

Step 2:

Open the Connections tab and in the LAN Settings section disable all the option
boxes. Click on the OK button to update the changes.

Local Area Network (LAN]) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic corfiguration,

[] automatically detect settings

D Use autamatic configuration script

Proxy server

O Use a proxy server For your LAN {These settings will not apply to
dialup ar YPM connections).

b
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Step 3:
At the Address bar type in http://192.168.168.1 and press Enter on your keyboard.

Step 4:
At the login page, click on the LOGIN! Button.

Wireless LAN Access Point Management

Please enter your password:

[esesesee | LOGINI

[ Forgotten your password? - see the User's Guide for instructions |

You will then reach the home page of the access point web interface.

] wireless DualBand Broadband Internet Router - Microsoft Internet Explorer =18 x|
File Edt Yiew Favorites Tools  Help | 4
7 ( e | (3. 1L
eﬁatk - Q . D @ ih |p5&ar(h 5..( Favorites @ t%v = - 3
|agdress [ rttps/j192.168. 168, lenjman.asp T B |Junks s windows? >

Wireless WP543 Access Point with built-in PoE

natworka@waork
NetPassage WP543

LAM Setup
WLAN 0 Setup{asb/g)
Welcome to IMetPassage WP 543 Configuration!

STP Setup
SNMP Setup

Telnet/SSH Setup

User Management

web Management Setup
Activation Key Setup

SYSTEM TOOLS

Fing Utility

Auto-Reboot

Syslog

Event Log

Systern Identity

Systemn Clock Setup
Firmware Upgrade
Backup or Reset Settings
Reboot System # Welcome, please choose an option from the configuration mepu.
Change Password > Welcome, please choose an option from the configuration menu.
Logout

HELP

Get Trchniral Sunnndt =l

o I B B Y~ S
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Perform Basic Configuration

LAN Setup

You will note that 192.168.168.1 is the default IP address assigned to the router,
with a Network Mask of 255.255.255.0. You may leave them as they are. (The
router’s subnet is 192.168.168.0)

LAN Setup
IP Address: |192.188.188.1
Metwork Mask: |255.255.255.D

Management Gateway [P I

[T always use these DNS servers

Primary DNS IP address: I

Secondary DNS IP Address: I

DHCF Mode: INDne 'l
Apply | Help |

The following table lists out the parameters relevant to your LAN setup.
You can replace the default settings with appropriate values to suit the
needs of your LAN.
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LAN Parameters
IP Address

\ Description

The IP address of your router is set by default to 192.168.168.1.

Network Mask

The Network Mask serves to identify the subnet in which your
router resides. The default network mask is 255.255.255.0.

Management
Gateway IP

(Optional) As a bridge Access Point, the access point does
not usually communicate with devices on other IP subnets.
However, the Gateway allows the access point to
communicate with devices on different subnets. For instance,
if you want to access the access point from the Internet or
from a router on the LAN, enter the router IP address in the
Management Gateway IP field.

The Management Gateway IP address of your access point is
set to nil by default.

Always use these
DNS servers

Enable this checkbox if you want the router to only use the
DNS server you have specified below.

Primary DNS IP
Address

Your ISP usually provides the IP address of the DNS server.

Secondary DNS IP
Address

This optional field is reserved for the IP address of a secondary
DNS server.
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To Setup DHCP Server

There are 3 DHCP Modes:

e NONE
By default, DHCP Mode is set to NONE. Leave the selection at this
mode if you do not wish to use DHCP.

e DHCP Server
Select this mode to setup a DHCP server.

e DHCP Relay
Select this mode to setup a DHCP relay.
By default, DHCP broadcast messages do not cross router
interfaces.
DHCP Relay supports DHCP Clients and DHCP Servers on different
networks by configuring the router to pass selective DHCP
messages.

Follow these steps if you do not wish to use DHCP.

Step 1:
Click on LAN Setup from the CONFIGURATION menu.

Step 2:
Set DHCP Mode to NONE.

DHCP Mode: Mane j

Step 3:

Click on the Apply button.
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The following will guide you to setup the DHCP Server.

Step 1:
Click on LAN Setup from the CONFIGURATION menu.

Step 2:
Set DHCP Mode to DHCP Server.

In DHCP Server Setup, refer to the table below to set the
appropriate values to suit the needs of your network.

DHCP Mode: |DHCP Sewerj
DHCP Start IP Address: |192.1EB.1EB.1EIEI
DHCP End IP Address: |192.1EB.1EB.254
DHCP Gateway IP Address: |
DHCP Lease Time: ISEEIEI {seconds)
Apply | Help |
Step 3:

Click on the Apply button.
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This table describes the parameters that can be modified in DHCP
Server Setup.

Parameters Description

The fields DHCP Start IP Address and DHCP End IP Address fields allow you to
define the range of IP addresses from which the DHCP Server can assign an IP
address to the LAN.

DHCP Start IP Address This is the first IP address that the DHCP server will
assign and should belong to the same subnet as
the access point. For example if the access point
IP address is 192.168.168.1 and the network mask is
192.168.168.1 and 255.255.255.0, the DHCP Start IP
Address should be 192.168.168.X, where X can be
any number from 2 to 254. It is pre-set to
192.168.168.100.

DHCP End IP Address This is the last IP address that the DHCP server can
assign and should also belong to the same subnet
as your access point. For example if the access
point IP address is 192.168.168.1 and the network
mask is 192.168.168.1 and 255.255.255.0, the DHCP
End IP Address should be 192.168.168.X, where X
can be any number from 2 to 254. It is pre-set as
192.168.168.254.
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DHCP Gateway IP
Address

DHCP Lease Time

Though the DHCP server usually also acts as the
Default Gateway of the DHCP client, the access
point allows you to define a different Gateway IP
Address which will be allocated as the Default
Gateway IP of the DHCP client. The DHCP client
will thus receive its dynamic IP address from the
access point but will access to the Internet or the
other LAN through the Default Gateway defined
by the DHCP Gateway IP Address.

For instance if the access point in Access Point
Client mode connects to an Internet gateway X, a
PC wired to the access point will be unable to
obtain a dynamic IP address directly from X. But if
you enable the DHCP server of the access point
and set the IP address of X as the DHCP Gateway
IP Address, the PC will obtain its IP address from
the access point and access the Internet through
X.

This is the length of time that the client may use
the assigned address before having to check with
the DHCP server to see if the Address is still valid.
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The following will guide you to setup the DHCP Relay.

Step 1:
Click on LAN Setup from the CONFIGURATION menu.

Step 2:
Set DHCP Mode to DHCP Relay.

In DHCP Server Setup, refer to the table below to set the
appropriate values to suit the needs of your network.

DHCP Made: FDHCP Relay v |
DHCP Server IP: [192.168.168.254
DHCP Gateway IP: [192.158.168.1
Apply | _Help |
Step 3:

Click on the Apply button.
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This table describes the parameters that can be modified in DHCP
Server Setup.

Parameters Description

DHCP Server IP This is the IP address of the DHCP server.

DHCP Gateway IP | Though the DHCP server usually also acts as the
Default Gateway of the DHCP client, the access
point allows you to define a different Gateway IP
Address which will be allocated as the Default
Gateway IP of the DHCP client. The DHCP client
will thus receive its dynamic IP address from the
access point but will access to the Internet or the
other LAN through the Default Gateway defined
by the DHCP Gateway IP Address.

For instance if the access point in Access Point
Client mode connects to an Internet gateway X,
a PC wired to the access point will be unable to
obtain a dynamic IP address directly from X. But
if you enable the DHCP server of the access
point and set the IP address of X as the DHCP
Gateway IP Address, the PC will obtain its IP
address from the access point and access the
Internet through X.
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View Active DHCP Leases

Step 1:
Select Management Setup from the CONFIGURATION menu.

Step 2:

Go to the Advanced DHCP Server Options section and click on the Show
Active DHCP leases button.

Advanced DHCP Server Options

[ [ Show Active Dhep Leases J

| Dhcp Server Reservations |

The DHCP Active Leases table displays:

The Host Name of the DHCP client.

The IP Address allocated to the DHCP client.

The Hardware (MAC) Address of the DHCP client.
The Lease Expired Time.

DHCP Active Leases

|HE|S‘t Mame |IP Address |Hardware Address |Lease Expired Time
[Jaio [192.165.168.100 |00-50-48-35-52-90 [Tue Sep 16 09:23:47 2008

Fefresh I Help | Back |

NOTE
Invalid date and time displayed in the Lease Expired Time column

=z
@]
—
m

indicates that the clock of the access point has not been set properly.
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Reserve IP Addresses for Predetermined
DHCP Clients

A reserved IP address is excluded from the pool of free IP addresses the
DHCP server draws on for dynamic IP address allocation.

For instance if you set up a publicly accessible FTP or HTTP server within
your private LAN, while that server requires a fixed IP address you would
still want the DHCP server to dynamically allocate IP addresses to the
rest of the PCs on the LAN.

Step 1:

From the Advanced DHCP Server Options section click on the DHCP Server
Reservations button.

Advanced DHCP Server Options

L Show Active Dhep Leases |

[ L Dhcp Server Reservations J ]

Step 2:
Click on the Add button.

DHCP Server Reservations

IP Address Hardware Address
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Step 3:

Fill in:

Type in the IP Address to be reserved.

The Hardware Address, in pairs of two hexadecimal values.

Press the Apply button to effect your new entry.

DHCP Server Reservations

1P address: 192.168.168.60
Hardware Address: 00-80-45-35-6a-90 (RE-RR-KR-HE-KK-RR)

Add Cancel

The DHCP Server Reservations page refreshes to display the currently
reserved IP addresses.

DHCP Server Reservations

|IP Address |Hardware Address
[192.165.168.50 [o0-80-48-35-65-90
Add Back |
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Delete DHCP Server Reservation

Step 1:
Select the reserved IP address to delete.

DHCP Server Reservations

‘IP address ‘Hardware address
[192.168.168.80 [00-80-48-35-6a-90
Add Back

Step 2:
Click on the Delete button.

DHCP Server Reservations

IP Address; 192.168.7685.60
Hardware Address: 00-80-48-35-6a-90 (KR =KK=HH =R K- R K- R K]

Save Delete | Cancel |
|

The DHCP Server Reservations table refreshes to display your changes.
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Setup WLAN

Configure the Basic Setup of the Wireless
Mode

Step 1:

Select WLAN Setup from the CONFIGURATION menu and you will see
the sub menus expanded under WLAN Setup, select Basic.

The default operating mode of the access point is the Access Point
mode.

WLAN Basic Setup

Current Mode Azcess Pont Change |

ESSID |mmpex—wp543

Wireless Profile [ Mixed 80211na. B0Z.11a =l

Country |MO_COUNTRY_SET-(NA) =]

Channel |SmartSeIe:1 j Channel Suwey
Tx Rate IFuIIyAutD j

[ Closed System
[T Act as RootsP

[ wLaNID |

Step 2: (Optional: Change Current mode)

To change the current mode of the access point click on Change,
select the Operation Mode, and click on the Apply button to access
the setup page of the selected mode. You will be prompted to reboot
the access point to effect the mode setting.

WLAN Operation Mode

Operation Mode [ Access Point j

Access Point
Appl Client Mode

= Wireless Routing Client

Gateway

Wireless Adapter

Transparent Client

Fepeater

AL
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Step 3:

Enter the parameters in their respective fields, click on the
Apply button and reboot your device to let your changes

take effect.

Note that the WLAN Basic Setup pages for the modes are

different.

Example: WLAN Basic Setup page for Client Mode

WLAN Basic Setup

Current Mode
ESSID

Remote 4P MaAC
wireless Profile
Country

Tx Rate

Client Change |

|c:0mpexwp543 Site Survey |
[Mixed 802.11na. B02.11a |
|NO_COUNTRY_SET-(M4) |

I Fully Auta j

Apply |

Example: WLAN Basic Setup page for Access Point

WLAN Basic Setup

Current Mode
ESSID

Wirgless Profile
Country
Channel

Tx Rate

Azcess Pont Change |

||::Dmpexwp543

[Mixed 8021 1Ra, 802,112 =
[MO_COURTRY_SET-(M&) =]

|SmartSeIe:t LI Channel Suswey |

T Closed System
[ &ct as Rootap

M WLANID |

Example: WLAN Basic Setup page for Repeater Mode

Repeater Basic Setup

Card Status

The Current Mode
ESSID

Remote ESSID
Femaote BSSID
Wireless Profile
Courtry

Tx Rate

enable
Repeater Change |
default

|default Site Survey |
[ooooonooooon | O

[Mixed 802.11na, 502114 =1
[NO_COUNTRv_SET-(N&) =]

IFuIIyAutD LI
I Closed System
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WLAN Basic Setup
page Parameters

The Current Mode

Description

The default operating mode is the Access Point mode. Operating
modes:

Access point

Client Mode

Wireless Routing Client
Gateway

Wireless Adapter
Transparent Client
Repeater

You can toggle the modes by clicking on the Change button.

ESSID

ESSID is a connection name this device will broadcast for wireless
client to connect. The minimum length is 1 character and
maximum length is 32 characters.

*Note: In Repeater mode, this name is automatically set to be the
same as Remote ESSID.

Remote ESSID

Site Survey

This option only appears in Repeater mode. Enter the ESSID name
of the Access Point (AP) device or another Repeater ESSID name
you want to connect this repeater device to.

* Note: The Access Point must enable RootAP mode before both
devices can communication.

A list of wireless devices in the WLAN that are detected by your
access point. Information such as MAC address, channel, SSID,
algorithm and signal strength can be found in the listing.

This feature is supported by the Access Point Client, Wireless
Routing Client, Wireless Adapter, Transparent Client and Repeater.

Wireless Profile
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A selection of network environment types in which to operate the
access point:
e Mixed 802.11na, 802.11a

Supports both wireless A and N clients.

e Mixed 802.11ng, 802.11b, and 802.11g
Supports wireless B, G and N clients.




Country Choose the Country where you are located.
Channel This option allows you to select a frequency channel for the wireless
communication.
Default is SmartSelect. It automatically scans and set to the best
channel to use during initial device power up.
To use a specific channel, click the down arrow at the side-bar for
a list of available channels. Just click on the channel number to
select.
* Note: Different country has different channel list. You should first
select the conntry before select the channel.
Allows you to choose the rate of data transmission ranging from
Tx Rate 1Mbps to Fully Auto.

The first 8 from top of list, 1LMbps - 54Mbps are for normal standard
802.11a/b/g modulation.

The next 8 starting from MCO0-MCS8 are for 802.11n for channels with
20MHz bandwidth.

The last 8 starting fromm MC9-MC15 are for 802.11n for channels with
40MHz bandwidth.

Closed System

The access point will not broadcast its WLAN name (ESSID) when
Closed system is enabled. By default Closed system is disabled.

Act as RootAP

If device setup as access point (AP), You need to check this
option before AP can communicate with another
device running Repeater or Transparent Client.

This option does not affect standard or normal PC wireless client.

VLAN ID

This is the number that identifies the different virtual network
segments to which the network devices are grouped.

This can be any number from 1 to 4094.

Channel Survey
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A list of channels that are detected by your access point in the
WLAN. Information such as frequency, channel, MyQuality,
APCount, NeighQuality and Recommendation can be found in the
listing.

The Access Point and Gateway modes support this feature.




Scan for Site Survey

(Avalilable in Client and Wireless Routing Client modes)

Step 1:
In the Mode Setup page click on the Site Survey button.

WLAN Basic Setup

Current Mode Client Change |
ESSID |c0mpex—wp543 Site Survey |
FRemote AP MAC IDD:DD:DD:DD:DD:DD -
wireless Profile | Mixed 802.11na. B02.11a =
Country |MO_COUNTRY_SET-(Ma) =]
T= Rate |FuIIyAutD =]
R

The Site Survey provides a list of the MAC addresses (BSSID) and SSID of
neighbouring access points detected, the Chan (channels), Auth
(Authentication), Alg (Algorithm) used, and the strength of the Signal
received.

Site Survey
Bssid SSID Chan Auth  Alg  Signal
= WPA-
() 008048003472 Online 6 pSK TKIP a8
= WPA-
(O 00804821f877 tang 10 p TKIR 2
O 00804835891e 10 OPEN NONE 22
) 00804800348d OMEGA1 8 OPEN NONE 9
© 00B804824C675 Any 3 OPEN NONE 3
Apply
Refresh J @‘

Step 2:

To connect the client to one of the access points detected, select the
radio button corresponding to the access point you want to connect
to.

Step 3:

Click on the Apply button to effect the change and return to the setup
page.

Step 4:
Click on the Refresh button to update the screen.
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Read-Only Parameters of

Neighbouring Access Points
Viewable from Site Survey page

Description

Bssid Wireless MAC address of the access point
in an wireless network infrastructure.

SSID Network name that uniquely identifies the
network to which the access point is
connected.

Chan Channel being used for transmission.

Auth Types of authentication, such as WPA,
WPA-Personal, etc being used by the
access point.

Alg Types of algorithm, such as WEP, TKIP, etc
being used by the access point.

Signal Strength of the signal received in

percentage.
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View Link Information

(Only for client

modes)

To view the connection status when the client is linked to another
access point, click on the Show Link Information button.

WLAN Basic Setup

Current Mode Client Change |

ESSID Icompexwp543 Site Survey |
Remote AP MAC |DD:DD:DD:DD:DD:DD O

Wireless Profile | Mixed B02.11ng, 802,11k, and 802.11g ~|

Country |NO_COUNTRY_SET-(NA) =]

Tx Rate |FuIIyAutD LI

The Link Information table displays the following data:

Link Information

Show Link Infarmation |

Link Information

State Scanning:00:80:48:4d: 9 8c
Current Channel 0{OMHz)
TxRate 6Mbps
Signal Strength i}
Back

Parameters Viewable

from Description

Link Information page

State

Displays whether the State is Scanning or Associated,
and MAC address of the access point to which the
client is connected.

Current Channel

Channel presently being used for transmission.

Tx Rate

Rate of data transmission in Mbps.

Signal Strength

Intensity of the signal received, in percentage.

Page 44



Scan for Channel Survey

(Available in Access Point and Gateway modes)

Channel Survey displays a list of all the channels supported by the
access point, shows the relative interference of all the channels, and
recommends the least congested channel.

Step 1:
In the Mode Setup page, click on the Channel Survey button.

WLAN Basic Setup

Current Mode Azcess Pont Change |

ESSID |D:mpex4wp543

Wireless Profile [ Mixed B02.11na, B02.11a =l

Country [MO_COUNTRY_SET-(N&) =]

Channel |SmartSeIe:1 j Channel Su~wey
T# Rate |FuIIyAuto j

[ Closed System
[T Act as RootaP

[T wLANID |
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Channel Survey Status
Freq Channel MyQuality APCount NeighQuality Recommendation
O 2437 6 u] u} 28
QO 2447 8 u] u} 23
Q 2452 a u] u} =]
O 2462 11 0 0 =] Recommended
O 2417 2 4 2 130
O 2432 [ (3 1 104
® 2457 10 g 1 0
O 2412 1 23 2 4
O 2442 7 23 1 0
O 2422 z] 107 & 198
O 2427 4 194 5 112

Step 2:

To connect the client to one of the channels detected, select the
corresponding radio button.

Step 3:

Click on the Apply button to effect the change and return to the
setup page.

Step 4.
Click on the Refresh button to update the screen.
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Read-Only Parameters of All Description

Channels Viewable from
Channel Survey page

Freq Frequency of the channel at which your access
point is operating.

Channel Channel of the access point being used for
transmission depending on its origin of country.

MyQuality Interference level of the respective channel with this
AP. The lower the value, the less interference. If the
value is zero, there is no interference.

APCount Total number of access points operating at the
current channel.

NeighQuality Interference level with those discovered APs at
those respective channels. The lower the value, the
less interference. If the value is zero, there is no
interference.

Recommendation Best channel for the device to use in its current
environment.
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Configure the Advanced Setup of the
Wireless Mode

Step 1:

Select WLAN Setup from the CONFIGURATION menu to expand four
sub-menus. From here, select Advanced.

Step 2:
Enter the parameters in the WLAN Advanced Setup page.

Step 3:
Click on the Apply button to update the changes.

WLAN Advanced Setup

Beacon Interval IW {100:10-1000)
Data Beacon Rate (DTIM) |1— (1:1-2E5)
RTS/CTS Threshald IW (2346:1-2346)
Frag Threshold IW (2346:256-2346)

Transmit Power IMaximum "l
Apply
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Advanced Setup Parameters Description

Amount of time between beacon transmissions. This tells the

Beacon Interval client when to receive the beacon. A beacon is a guidance
(Only in Access Point mode) | signal sent by the access point to announce its presence to
other devices in the network.

How often the beacon contains a delivery traffic indication
Data Beacon Rate (DTIM) message (DTIM). The DTIM identifies which clients have data
(Only in Access Point mode) | waiting to be delivered to them.

If the beacon period is set at the default value of 100, and the
data beacon rate is set at the default value of 1, the access
point will send a beacon containing a DTIM every 100
kilomicrosecond (1 kilomicrosecond equals 1,024 microsecond)

Minimum size of a packet in bytes that will trigger the RTS/CTS
RTS/CTS Threshold mechanism.

This value extends from 1 to 2312 bytes.
Maximum size that a packet can reach without being
Frag Threshold fragmented, represented in bytes.

This value extends from 256 to 2346 bytes, where a value of 0
indicates that all packets should be transmitted using RTS.

A setting to fix a certain power output limit from radio.
Transmit Power Selectable range in step of 1 dB.

The max power display may change depending on the
regulatory country domain selected.

NOTE
The values illustrated in the example are suggested values for
their respective parameters.

=z
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—
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View the Statistics

The Statistics feature reveals
connected to the WLAN.

information on the wireless device

Step 1:

Select WLAN Setup from the CONFIGURATION menu. The sub-menus
under WLAN Setup expand, select Statistics.

Wireless clients that are connected to the WLAN are shown in the
WLAN Connection List.

Step 2:

Click on the Refresh button to get the latest information on the
availability of wireless clients in the wireless network.

WLAN Connection List

D MAC Address RSSI TxRate
AP 00:80:48:12:34: 78
Fefresh | Back |

Step 3:

To check the details on an individual wireless client, click on the
corresponding MAC Address in the WLAN Connection List.
The statistics of the selected wireless client displays.

00:80:48:37:86:dd Statistics

Authentication Type Encryption
Open-Systsm Mo

Authentication Deauthentication Association Disassociation Reassociation
o o o o o

MSDU Data Multicast Management Control Errors
Receive il o o 2122 o o

Transmit o o o 11 o o

In Client mode you are not allowed to view the information of other
wireless clients, to do that you need to change to the Access Point
mode.
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MAC Filtering

MAC Filtering acts as a security measure by restricting user network
access according to MAC address. Each WLAN or radio card supports
up to 16 virtual access points and has its own MAC address listing.

NOTE
MAC Filtering will not filter any MAC address from the Ethernet

port.

=z
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Add a MAC Address to the MAC Address List

Step 1:

Select MAC Filtering from WLAN Setup.
The MAC Address Filtering page displays.

In this page you may also set the MAC Filtering Status to Enable or
Disable for access points and set the Policy to either Accept or Deny
MAC addresses.

Staus Poliey MAC Filtering set to Enable with Policy to Accept only
Ereble MLLAtYL | the MAC addresses in the MAC Filter Address List and
deny all other MAC addresses.

Status Fole MAC Filtering set to Enable with Policy to Deny all the
Erebe M Pew ¥ | MAC addresses in the MAC Filter Address List and
accept all other MAC addresses.

— Foley MAC Filtering set to Disable. Whether Policy is set to
Disable | |Accept v
Enable or Deny does not matter.

— Poley MAC Filtering set to Disable. Whether Policy is set to
Disahle ¥ | |Deny ¥
Enable or Deny does not matter.

Click the Edit button.

MAC Address Filtering

Radio 1 MAC Filtering Options @

AP Type E=SID Security MACS Status Policy

Main AP sampleRouter HOME Edit Enable v| Accept V
Virtual AP YAPL NONE  Edit ' |Disable v| [Deny v
Virtual AP YAP2 NONE  Edit | |Ensble v| [Deny |

Yiew Complete MAC List

{ All changes will take effect after reboot )
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Step 2:

MAC Filter Address List page displays.
Click the Add button.

MAC Filter Address List

MAC Address List
ESSID: "sampleRouter”

Del. MAC Address Comments Apply to

{ Al changes will take effect after reboot )

Step 3:
The Add MAC Address page displays.

Add MAC Address

MAC Address || iR kR XK=
Commant : |
Apply ta All . R
Selected &P ESSID Security
sampleRouter MOME
O WAPL NONE
O WAP2 NONE
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Step 4:

Enter the MAC Address of the client in the format XX-XX-XX-XX-XX-XX,

where x can take any value from0Oto 9 oratof.

Enter the Comment. This describes the MAC Address you have entered.

The maximum length is 15 characters.

To apply to all virtual access points, check Apply to All.

To apply to specific virtual access point, select the checkbox of the

corresponding access point.

Click the Apply button.

Add MAC Address

MAC address  [IB70T0A0T0 | (xu-k-K-Kx KoK

Caormment macd

Apply to All
Selected &P ESSID Security
sampleRouter NOME
O YAPL HOME
Ll WAPZ MOMNE

Step 5:
MAC Filter Address List page displays with updated MAC Address List.

MAC Filter Address List

MAC Address List
ESSID: "sampleRouter"

Del. MAC Address Comments Apply to
] 08-70-f8-70-80-70 mac4 all

{ Al changes will take effect after reboot )
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NOTE
Please reboot to effect all changes and new MAC address entries.
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Delete a MAC Address From All Access Points

Step 1:

Select MAC Filtering from WLAN Setup.
The MAC Address Filtering page displays.

Select View Complete MAC List.

MAC Address Filtering

Radio 1 MAC Filtering Options @

AP Type ESZID Security MaCs Status Policy
Main AP sampleRouter MOME Edit
Yirtual AP WAPL NONE Edit
virtual AP VP2 NOME | Edit | |Enable v| [Deny |

View Complete MAC List

[ Alf changes will taks effect after reboot )

Step 2:

The MAC Filter Address List page displays.
Select the checkbox of the MAC address you wish to delete.

Click the Delete button.

MAC Filter Address List

MAC Address List

Radio 1

Del, MAC Address Comments Apply to
il 08-70-f8-70-80-70 macl all
00-b0-d0-86-bb-f7 mac3 1 AP(s)

[ Al changes will take effect after reboot )

Step 3:
The MAC Filter Address List page displays with updated MAC Address List.

MAC Filter Address List

MAC Address List

Radio 1
Del, MAC Address Comments Apply to
] 08-70-f8-70-80-70 macl all

{ At changes will take effect after reboot )
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Delete a MAC address from individual access point

Step 1:

Select MAC Filtering from WLAN Setup.
The MAC Address Filtering page displays.

Select Edit for the corresponding access point.

MAC Address Filtering

Radio 1 MAC Filtering Options :

AP Type ESSID Securty MACs Status Palicy
Main 4P sampleRouter MOMNE Edit ‘Enable Vv. Accept v
virtual AP vAPL NOWE  Edit |[Disable v]| [Deny |
Wirtual &P VAP NOMNE edit | [Enaple ~| Demy ~

Wiew Complete MAC List

¢ Al changes will take effect after reboot )

Step 2:

The MAC Filter Address List page displays.
Select the checkbox of the MAC address you wish to delete.

Click the Delete button.

MAC Filter Address List

MaC Address List
ESSID: "sampleRouter”

Del, MAC dddress Commerts Apply to
l 08-70-fB-70-80-70 macl all
09-70-f8-70-80-70 mac2 all
O 00-b0-d0-86-bb-f7 mac3 1 AP(s)

{ Al changes will take effect after reboot )

Step 3:

The MAC Filter Address List page displays with updated MAC Address
List.

MAC Filter Address List

MaC Address List
ESSID: "sampleRouter"

Del MAC Address Comments

Spply to
O 08-70-f-70-80-70 macl all
O 00-h0-d0-86-bh-f7 macs 1 &P(s)

{ All changes will take effect after reboot )
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Edit MAC Address from the MAC Address List

Step 1:

Select MAC Filtering from WLAN Setup.
The MAC Address Filtering page displays.

Select Edit.
MAC Address Filtering

Radio 1 MAC Filtering Options :

AP Type ESSID Security MACs Status

Main 4P sampleRouter MOMNE Edit ||

Virtual ap WAPL MONE Edit

Virtual ap YAP2 MONE Edit

Wiew Complete MAC List

{ At changes will take effect after reboot )

| | Accept v

Step 2:

MAC Filter Address List page displays.
Select the MAC address to edit.

MAC Filter Address List

MAC Address List

ESSID: "waAP1"
Del. MAC Address Comments
| 08-70-fB-70-80-70 mac4

{ All changes will take effect after reboot )

Apply to
1 AP(s)
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Step 3:
The Edit MAC Address page displays.

Edit the MAC address settings accordingly.

Click the Save button.

Edit MAC Address

MAC Address:  |[DBTOMB-70B0-70 | (RX-KK-RR-NR-RX-3K)
Camment ;1maci1“ ]
Apply to all [F]
Selected AP ESSID
O sampleRouter
VAP1
O VAP2

Step 4:

The MAC Filter Address List page displays with updated

MAC Address List.

MAC Filter Address List

MAC Address List
ESSID: "vap1"

Del. MAC Address Comments

il 08-70-f8-70-80-70 mac4

{ Al changes will take effect after reboot )

Apply ta

all
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Align the Antenna

Antenna Alignment precisely aligns the antenna over long distances
for higher signal strength to improve the connection between the
access point and another access point.

Step 1:

Select WLAN Setup from the CONFIGURATION menu. You will see the
sub-menus expanded under WLAN Setup. Click on Antenna Alignment.
The Antenna Alignment page can act as a diagnostic tool to check
the communication with a remote device. The remote AP MAC
Address is preset to all zeros by default.

Antenna Alignment

Remote AP MAC Address(option) 00:00:00:00:00:00
(XRIRK KK KK KKK

Note: MAC address will be used If entered; otherwise, 85ID will be used.

Step 2:

If you wish to specify the MAC address of the remote AP, edit the field
next to Remote AP Address (option), followed by clicking on the Start
button. A pop-up status screen will display, allowing you to monitor the
signal strength received from the remote access points.

If there is no specified access point with the specified MAC address,
this screen will display. To abort or to key in the MAC address of
another available remote access point, click on the Stop button.

Antenna Alignment

No specified AP available around

NOTE

If no MAC address is entered, the Antenna
Alignment tool will make use of the SSID to align
the antenna. Please ensure that the correct SSID
is entered. If more than one access point share
the same SSID, the access point with the
strongest signal will be shown.
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Signal Strength Status of DIAG LED\

(RSSI Value) Indicated by DIAG LED

Above 20 Stays turned on.
Between 19 and 17 Flashes 6 times.
Between 17 and 14 Flashes 3 times.
Between 13 and 10 Flashes once.
Below 10 Turns off.
NOTE| NOTE

Outdoor Ilong distance connection should
preferably have a signal strength of a RSSI of 10
and above.

NOTE

To ensure proper functionality of the device,
select to Stop antenna alignment.

Alternatively, you may also reboot the device.
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Setup your WAN

(Available in Wireless Routing Client and Gateway modes)
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NOTE:
Any changes to the WAN Setup will only take effect after rebooting.

Setup WAN to share Internet connection among the clients of the
access point.

Setup your WAN for cable internet whereby WAN IP address is

dynamically assigned by ISP
The access point is pre-configured to support this WAN type.
However, you may verify the WAN settings with the following
steps:

Step 1:
Under CONFIGURATION on the command menu, select WAN Setup.

Step 2:

On the WAN Dynamic Setup screen, verify that the WAN Type is
Dynamic (DHCP). Otherwise, click on the Change button.

WAN Dynamic Setup

WAN Type Dynamic (DHCP)
IP Address

Network Mask
Gateway IP Address
Primary DNS
Secondary DNS

Step 3:
Select Dynamic IP Address and hit the Apply button.

Reboot to let the settings take effect.

Select WAN Type

Static IP Address
Dynamic IP Address
PPP over Ethernet
PRTP

L2TR

O00®O0
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Note:

Additional configuration might be required before your ISP will allocate
an IP address to the access point.

Certain ISPs require authentication through a DHCP Client ID before
releasing a public IP address to you. The access point uses the System
Name in the System Identity as the DHCP Client ID.

Therefore if this is the case, refer to your ISP for the correct DHCP

Client ID to be set and follow steps 4 - 5 to accomplish the setup.

Step 4.

Steps 4 - 5 are for those who need to set up the System Name in System
Identity so that your ISP can authenticate it as a valid DHCP Client ID.

Select System Identity under the SYSTEM TOOLS command menu.

Step 5:

Enter the DHCP Client ID assigned by your ISP for the System Name. You
may also enter in a preferred System Contact person and the System
Location of the access point. Click the Apply button.

Select Reboot System under SYSTEM TOOLS and click the Reboot
button to effect the settings.

System Identity

System Name : Wfireless LAN Access Point
System Contact : unknown

Systern Location : unknown
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Setup your WAN for cable internet whereby fixed WAN IP
address is assigned by ISP
WAN Setup Parameters Example:
e |P Address: 203.120.12.240
e Network Mask: 255.255.255.0

e Gateway IP Address: 203.120.12.2

Step 1:
Under CONFIGURATION on the command menu, select WAN Setup.

Step 2:

Access the Select WAN Type page and select Static IP Address before
clicking the Apply button.

Select WAN Type

Static IP Address
Dynamic IP Address
PPP over Ethernet
PRTP

L2TR

) e G

[Apply l [ Cancel ] [Help]

Step 3:

Fill in the information provided by your ISP in the IP Address, Network
Mask and Gateway IP Address fields, and click the Apply button.

Select Reboot System under SYSTEM TOOLS and click the Reboot button
to effect the settings.

WAN Static Setup

WAN Type Static
IP Address 203.120.12.240

Network Mask 256.255.255.0

Gateway IP

ks 203120122

Page 63



Setup your WAN for ADSL Internet using PPP over Ethernet \

If you subscribe to an ADSL service using PPP over Ethernet (PPPOE)
authentication, you can set up your access point’s WAN type as
follows. For example, you may configure an account whose username
is ‘guest’ as described below:

Step 1.
Under CONFIGURATION on the command menu, click on WAN Setup.

Step 2:

Access the Select WAN Type page and choose PPP over Ethernet
before clicking the Apply button.

Select WAN Type

(@] Static IP Address
O Dynamic IP Address
&  PPP over Ethernet
O PPTP

O LeTP
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Step 3:

Enter your account name assigned by your ISP (Example: guest) in the
field for Username, followed by your account Password.

Select Always-On if you want your access point to always maintain a
connection with the ISP. Otherwise select On-Demand for the access
point to connect to the ISP automatically when it receives Internet
requests from the PCs in your network.

Idle Timeout is associated with the On-Demand option, allowing you to
specify the value in seconds after the last Internet activity by which the
access point will disconnect from the ISP. A value of “0” will disable idle
timeout. Reconnect Time Factor is also associated with the Always-on
option and specifies the maximum time the access point will wait before
reattempting to connect with your ISP. A value of “0” will disable idle
timeout. Click the Apply button and Reboot the access point.

WAN PPPoOE Setup

WAN
d hi

Username  guest
Password
QO On-

Idle Timeout (0:disabled) 30 seconds
Demand
® Always- '
on AWaYS™ peconnect Time Factor |30 seconds
Status : Connecting Refresh Status

1P Address
Network Mask
Default Gateway
Primary DNS
Secondary DNS

You can limit the maximum size a packet can be in a network by setting
the MTU (Maximum Transmissible Unit).
Click the MTU Button in Advanced WAN Options.

Advanced WAN Options

rTU

The MTU Value has a range of 1 to 1492.
Enter the MTU Value and click Apply.

MTU Setup

MTU Yalue : 1462 (1~1492)
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Setup your WAN for ADSL Internet using Point-to-Point Tunneling

Protocol (PPTP)
WAN Setup Parameters Example:
e |P Address: 203.120.12.47
e Network Mask: 255.255.255.0
e VPN Server: 203.120.12.15

Step 1:
Under CONFIGURATION on the command menu, click on WAN Setup.

Step 2:

Access the Select WAN Type page and select PPTP before clicking the
Apply button.

Select WAN Type

Static IP Address
Dynamic 1P Address
PPP over Ethernet
PPTP

L2TP

C®00CC0
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Step 3:

Fill in the information provided by your ISP in the IP Address, Network
Mask, VPN Server, and DHCP fields, and click the Apply button.

Select Reboot System under SYSTEM TOOLS and click the Reboot button
to effect the settings

The Idle Timeout setting allows you to specify the value in seconds after
the last Internet activity by which the access point will disconnect from
the ISP. A value of “0” will disable idle timeout.

WAN PPTP Setup

WAN Typs PPTP _Change |
IF Address l— ¥ DHCP
MNetwark Mask l—
Gateway l—
Username |
Password |
WRN Server l—
Idle Timeout IU— {30-3600, 0:disabled)
Status Disconnected Fefresh Stalus
IP Address
MNetwaork Mask
Gateway IP address

Apply Email Notification
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Device Access Management

Telnet / SSH Setup

Telnet Client

Client reads

l\‘m‘l‘«nﬂtal\

User
Interface

Client sends
to Server Server sends

Server receives Terminal

from Server —|

Telnet allows a computer to remotely connect to the access point CLI
(Command Line Interface) for control and monitoring.

SSH (Secure Shell Host) establishes a secure host connection to the
access point CLI for control and monitoring.

Step 1.
Select Telnet/SSH Setup from the CONFIGURATION menu.

Step 2:

1. Select Telnet Server Enable and enter the Port Number to enable.
2. Select SSH Server Enable and enter the Port Number to enable.
3. Click the Apply button.

Telnet/SSH Setup

¥ Telnet Server Enable Port Mumber |23
[T SSH Server Enahle Part Mumber |22
Apphy |
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Access the TELNET Command Line
Interface

You may connect to the CLI (Command Line Interface) via a
TELNET session to the default IP 192.168.168.1 Microsoft TELNET
command is shown here but any TELNET client can be used.

1. Enter C:\WINDOWS\TELNET 192.168.168.1 at DOS prompt and
the TELNET application will launch and connect.

2. At the login prompt, type in the default password “password”
and press enter. You will then login to the CLI.

& Telnet - 192.168.168.1 1 [= 3
Fle Edit View Cal Transfer Help
D|e| 53| Dl
al
Router Manager Console Version: 3.83 Build 1111 Nov 11 2003, 17:32:20
Please enter your password:
: : =]
|Connected 0:00:31 Auodetect  [192008N1 [SCH0LL [CAFS [NUM %
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Access the Secure Shell Host Command
Line Interface

SSH provides the best remote access security using different forms of
encryption and ciphers to encrypt sessions, and providing better
authentication facilities and features that increase the security of other

protocols.

An encrypted connection like SSH is not viewable on the network. The server
can still read the information, but only after negotiating the encrypted session
with the client.

Alogin session through Telnet

Terminal Terminal

E username: DESSWOrd:

client ﬂ—) server

The client types:
jsmith
COlts06!

jsmith
COlts06!

&s seen on the netwark

Alogin session through SSH

Terminal Terminal

¥ 4hS346y9246hnras

client
The client types:
jsmith
COlts06!

A5 seen on the netwark

SSH CLI has a command line interface.

#localuser/.ssh/id dsa):

d:£5:e5 localuserfmybox. home . con
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User Management

Step 3:
To add user:
1. Click the Add button.

User Management

Select User Mame |Te|net/SSH(PermissiDn)|SNMPV3(Permission)

Add | Delete |

2. In Add User Entry Page, enter the User Name, Password, and

specify whether the user is granted permission to Read Only or
Read/Write.

3. Click the Apply button.

Add a new Account

Lser Mame :

MNew Password @

Confirm Password @

[T Telnet/SsH Permission | Read Only vI
[T sHMPY3 Permission | Read Only vI

Apply I Cancel I

To Delete User:
1. Select which user to Delete.

2. Click the Delete button.

User Management

| Select | User Mame |Te|net/SSH(F‘ermissiDn) |SNMF‘V3(Permission)

| - | user | Yes{Readwrite) | MofMo)

| (i | userz | Mo(Mo) | Yes(ReadWrite)
Add | Delete |

To Refresh User Management list click the Refresh button.

User Management

Select User Mame Permizsion
] username? ESA
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Web Management Setup

Client

HTTP Server

PC

The access point supports HTIPS (SSL) featuring additional
authentication and encryption for secure communication, in addition to

the standard HTTP.

Step 1:
Select Web Management Setup from the CONFIGURATION menul.

Step 2:

1. Select whether to set web server to HTTP or HTTPS (SSL) mode.
2. Click Apply.

Changes will be effected after reboot.

Web Management Setup

Mode & HTTP © HTTPS (SSL)
Login Timeaout |3EIIJ { Seconds )
Apply |
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Perform Remote Management

(Available in Wireless Routing Client and Gateway modes)

You can use the access point web-based interface from the Internet to
manage your network remotely.

Setup Remote Management

Step 1.
R Select Remote Management
from the CONFIGURATION
Remate HTTR/MTTRS Port: [0 | Command menu.

(0 =disable, 80 =HTTP default, 443 =HTTPS default )

Apply

Step 2:
To disable Remote Management, set Remote Http Port to 0

To enable Remote Management, set Remote Http Port to an unused
port number. It is recommended that you avoid using port number 80
as it is blocked by some ISPs.

In Gateway mode, Remote Management is disabled and the Ethernet
port becomes a WAN port. To continue using it, enter the Remote
Management with port 80 for example.

Example: For WAN [P 100.100.100.1 use http://100.100.100.1:80

NOTE
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password changed periodically to prevent unauthorized access.
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Perform Advanced Configuration

Setup Routing

(Available in Wireless Routing Client and Gateway modes)

The access point allows you to add a static routing entry into its routing
table to re-route IP packets to another access point. This is useful if your
network has more than one access point.

Important:
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You do NOT need to set any routing information if you are simply
configuring the access point for broadband Internet sharing. The

wrong routing configuration might cause the access point to
function improperly.

In this network, the main office of subnet 192.168.168.0 contains two
routers: the office is connected to the Internet via the access point
(192.168.168.1) and to the remote office via 192.168.168.254 The
remote office resides on subnet 192.168.100.0

You can add a static routing entry into the access point routing table
so that IP packets from the clients in the main office with a destination
IP address of 192.168.100.X where X is any number from 2 to 254 will be
re-routed to the router, which acts as the gateway to that subnet.

C cogs . N
Static Routing 56K analog POT |
modem 56K analog
mo dem
Access point —_—
192 168168 1 1 __
Cable/ADSL | I W =
modem —_— i B
. [} i
. :
\"\;_l 192.168.168.254
Workstations ‘ st
E = Wireless Clients
\_JL'L-.J ﬂL_-J — Subnet
A
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Configure Static Routing

Step 1:
Select Routing from the
CONFIGURATION command

menu. The System Routing Table
page displays. Initially the table
contains the default routing
entries of the access point.

Static Routing Table

Destination MNetwork Mask Gateway

Step 3:

Enter the Destination IP Address,
Destination Net Mask, and
Gateway |IP Address, and click
the Add button.

The Static Routing Table reflects
the entry.

System Routing Table
Destination Network Mask Gateway
Step 2: _ _
Click on the Static Routing Table
button, then click the Add
button.

Static Routing Table

Destination P Address :
Destination Net Mask :
Gateway IP Address :

1921681000 |
255.265.2550 |
192.168,168.254 |

Static Routing Table

Destination Metwork Mask Gateway
192‘168‘100.0% 255.255.255.0 192.168.168.254
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Use Routing Information Protocol

(Available in Wireless Routing Client and Gateway modes)

RIP (Routing Information Protocol) allows information to be exchanged
within a set of routers under the same administration.

RIPv1 bases the path used to pass traffic between routers on the fewest
number of hops between the source and destination IP addresses
within a packet. Routers broadcast RIPvl information on all router
interfaces every 30 seconds and process the information from other
routers to determine if a better path is available. RIPv2 is more secure,
and performs broadcasting and the assignment of IP address more

efficiently.

Step 1:

Under the CONFIGURATION command
menu, click on Routing to be brought
to Route Information Protocol.

Route Information Protocol

RIP Status ® Enable O Disable
RIP version RIPvE ¥

Route Information Protocol

RIP Status © Enable @ Disable
RIP version RIPV (v

Step 2:
Select to Enable RIP Status.

Select either RIPv1 or RIPv2.

On this page, click the Apply button.
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Use Network Address Translation

(Available in Wireless Routing Client and Gateway modes)

NAT (Network Address Translation) allows multiple PCs in a private
network to share a single public IP address by using different TCP ports
to identify requests coming from different PCs, and is enabled by
default. Computers in the private LAN behind the access point will not
be directly accessible from the Internet. However, employing virtual
servers allows the hosting of Internet servers by using IP/ Port Forwarding
and De-Militarized Zone hosting.

Step 1:

Select NAT from the Enable/Disable NAT
CONFIGURATION command

menu. To disable it, select the NAT Status : © Enable G Disable
Disable radio button.]

Step 2:

Click the Apply button to
effect the setting.

Important:
NAT provides for effective broadband Internet sharing, do
NOT disable NAT unless it is absolutely necessary.
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Configure Virtual Servers Based on DMZ
Host

DMz (De-Militarized Zone) makes specific PCs in a NAT-enabled
network directly accessible from the Internet.

With NAT, the access point keeps track of which client is using which
port number and forwards Internet replies to the client according to
the port number in the reply packet. Reply packets with unrecognized
port numbers are discarded, but with DMZ, these packets are
forwarded to the DMZ-enabled PC instead.

Step 1:
Rdvanced NAT Gptions Select NAT from the CONFIGURATION
52y o) e command menu.

Step 2:
Click on the DMZ button in Advanced
NAT Options.

Step 3:

Enter the Private IP Address of the DMZ NAT DMZ IP Address

host on the NAT DMZ IP Address page.

To disable DMZ, enter 0.0.0.0 '@J

Click the Apply button.

NOTE
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[ERN

. DMZ may not function properly if the DMZ host IP address
is changed due to DHCP, therefore, Static IP Address
configuration is recommended for the DMZ host.

2. Please note that the DMZ host is susceptible to malicious
attacks as ALL of its ports are exposed to the Internet.
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Configure Virtual Servers Based on Port
Forwarding

Virtual Server based on Port Forwarding forwards Internet requests arriving at

the access point WAN interface to specific PCs in the private network based
on their ports.

Step 1:
Select NAT from the CONFIGURATION command menu.

Step 2:
Click the Port Forwarding button in Advanced NAT Options.

Advanced NAT Options

I Port Forwarding I[ IP Forwarding ]
s

Step 2:
Click the Add button on the Port Forward Entries page.

Port Forward Entries

ServerType Protocol  Public Port Private IP- Private Port

e
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Step 3:

In the Add Port Forward Entry page, you can set up a Virtual Server for a Known
Server type by selecting from a drop-down menu or you can define a Custom Server.

Add Port Forward Entry

_Add| Help| Cancel

Custom Server
Server Type :
Protocol :

Public Port :
From :

To:

Private IP Address :

Private Port From :

Public 1P :
Fram :

To:

ILAN Game

UDF =
Fange =

15

192.168.168.55

ﬂﬂﬂﬂ

All hd

I

Add| Cancel |
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Known
Server

Server Type

Private IP
Address

Public IP

From

To

Custom
Server

Server Type

Protocol

Public Port

From

To

Private IP
Address

Private Port
From

Select from the drop-down list of known server types:
HTTP

FTP

POP3

Netmeeting

Specify the LAN IP address of the server PC running within the
private network.

Select All, Single, or Range from the dropdown list.

Enter the beginning of the range.

Enter the end of the range.

Define a name for the server type you wish to configure.

Select either TCP or UDP protocol type from the dropdown list.

Select whether to define a single port or a range of public
port numbers to accept.

Starting public port number

Ending public port number. If the Public Port type is Single, this
field will be ignored.

Specify the IP address of the server PC running within the
private network.

Starting private port number. The ending private port number
will be calculated automatically according to the public port
range.
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PublicIP  : Select All, Single, or Range from the dropdown list.

From . Enter the beginning of the range.

To : Enter the end of the range.

For example to set up a web server on a PC with IP address 192.168.168.55, set the
Server Type as HTTP and set the Private IP Address as 192.168.168.55, then click on the
Add button.

Port Forward Entries

Server

e Pratocal  Public Port Private IP Private Part
ﬂ_%) TER |80 192.168.168.55 80
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Configure Virtual Servers based on IP

Forwarding

If you are subscribed to more than one IP address from your ISP, virtual
servers based on IP forwarding can forward all Internet requests
regardless of the port number to defined computers in the private

network.
Step 1:
Advanced NAT Options Select NAT from the
CONFIGURATION command
(Forravasis ) (_Eravering ] menu.
Step 2:
Click the IP Forwarding button in
Advanced NAT Options.
Step 3:

In the Add IP Forward Entry page,
enter the Private IP Address and
Public IP Address.

In this example, we would like all
requests for 213.18.213.101 to be
forwarded to a PC with Private IP
Address 192.168.168.55.

NOTE

Please ensure that
you are subscribed to
the Public IP Address
you intend to forward
from.
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Step 4:
Click the Add button.

IP Forward Entries

Private IP Public IP
192.168,168.55 213.18.213.101

192 108 4005

Add IP Forward Entry

Private 1P Address : [19z168.16855 |

Public IP Address : [z1318213:101 |

Step 5:
The IP Forward Entries
reflects your new addition.

page
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Control the Bandwidth Available

(Available in Wireless Routing Client and Gateway modes)

You can control the bandwidth available to subscribers to prevent the
occurrence of massive data transfer that can slow down the network.

Enable Bandwidth Control

Step 1:
Select Bandwidth Control from the CONFIGURATION command menu.

Enable/Disable Bandwidth Control

Bandwidth Control Status : O Enable ® Disable

WAN Bandwidth Control Setup

Upload/Download
Bandwidth Setting

Download Total Rate(kbit): 0

Upload Total Rate(kbit) : 0

LAN Bandwidth Control Setup

Ceil Rate(kbit) IPMAC Address Rule type

Commited Rate
Name (Kbit)

Step 2:
Bandwidth Control is disabled by default, select Enable, and click the
Apply button.

Enable/Disable Bandwidth Control

Bandwidth Control Status : © Enable @ Disable
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Configure WAN Bandwidth Control

The Upload / Download Bandwidth Setting can limit throughput to the
defined rates regardless of the number of connections.

Step 1:
Select WAN Bandwidth Control Setup from the Bandwidth Control sub-
menu from the CONFIGURATION command menu.

Step 2:

Enter the Download Total Rate and Upload Total Rate.

The default values are 0, which indicates that there is no bandwidth
limit.

Click the Apply button.

WAN Bandwidth Control Setup

Upload/Download
Bandwidth Setting

Download Total Rate(kbit): |0

Upload Total Rate(kbit) : 0
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Configure LAN Bandwidth Control

Bandwidth Control can also limit LAN users’ throughput.

Step 1.
Select LAN Bandwidth Control Setup from the Bandwidth Control sub-
menu from the CONFIGURATION command menu.

Step 2:
Click the Add button to create the bandwidth rule for LAN user.

LAN Bandwidth Control Setup

Name Committed Rate(khit) Ceil Ratekhbit) IPMAC Address Rule type

DownlLoad By MAC

sampleRule 10 100 09-00-2B-01-00-00 e

Add
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Step 3:
Click the Add button to create the rule for LAN user’s bandwidth
control.

Add Bandwidth Control Entry

Bandwidth Control Rule

Rule Name : iim_p.ﬁtjle i
Committed Rate(kbit) : [10 |

Ceil Rate(khit) : [100 |
Rule type | Download By MAC Address Vi

IP/MAC Address [o3-00-2B-01-00-00 |

Parameters Description

Rule Name You can set a name for the bandwidth
control rule.

Committed Rate Minimum bandwidth rate of throughput.
(kbit)

NOTE:

The sum of the Committed Rate of all the

rules should not exceed the total rate

available.

Ceiling Rate (kbit) = Capped bandwidth rate of throughput.

Rule Type This defines whether the bandwidth control
rule works on downloads or uploads, and
whether it works by IP address or MAC
address.

IP/MAC Address IP address or MAC address for the
bandwidth control rule, corresponding to
whether the Rule Type is defined by IP
address or MAC address.

Step 4:
Click the Add button.

Repeat Steps 1 to Step 3 to add new bandwidth rule.
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Setup SNMP

The Simple Network Management Protocol (SNMP) is a set of
communication protocols that separates the management software
architecture from the hardware device architecture.

Step 1:
Select SNMP Setup from the CONFIGURATION menu.

Step 2:
Select Enable from the SNMP State drop-down list.

The Read Password is set to public while the Read/Write
Password is set to private by default.

Step 3:
Click on the Apply button.

SNMP Setup

SMMP State v
Eead Password ~ |eswene
Read/Write Password eessses
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Setup SNMP Trap

The SNMP Trap saves network resources through eliminating the need
for unnecessary SNMP requests by providing notification of significant
network events with unsolicited SNMP messages.

Step 1:
Select SNMP Setup from the CONFIGURATION menu.

Step 2:
1. Select whether to Enable or Disable the
SNMP Trap.
2. Enter the Remote IP Address or DNS.
3. Enter the Community.
This is used to authenticate message, and is
included in every packet that is transmitted
between the SNMP manager and agent.
4. Click on the Apply button.
SNMP Trap Setup
Status & Enable ¢ Disable
Trap Destination IP Address or Mame |192.188.188.1
Community I......

Apply |
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Use Parallel Broadband

(Available in Gateway mode)

Parallel Broadband provides scalable Internet bandwidth with Load
Balancing and Fail-Over Redundancy.

Load Balancing is provided by balancing the aggregate bandwidth of
multiple broadband connections across the traffic demands of your
private network. With Parallel Broadband, if a particular broadband
connection fails, the access point will use the remaining functional
broadband connections, thus providing Fail-Over Redundancy.

Implementing Parallel Broadband requires the installation of 2 or more
access points in the network, each connected to separate broadband
Internet service account. As there is no restriction to the type of
broadband Internet they are connected to, be it cable or ADSL, you
may thus have one access point connected to cable Internet, and
another to an ADSL line. The access points have to be operating in
Gateway mode with Parallel Broadband and set to the same ESSID.

(_
Parallel Broadband 3 x Cable/ADSL w
modems

Load Balancing
& Fail-Over |
Redundancy

P e

) <
Laptop with PCI 3 x Access
adapter Point
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Enable Parallel Broadband

Begin by verifying that every access point in the network is properly
configured to connect to its individual broadband Internet account.

Secondly ensure that either:

e each access point is connected to an Ethernet port in the network
OR

e the access points are wired to each other.

Then all the access points has to have the DHCP server, followed by the
Parallel Broadband feature, enabled through the web-based
configuration. Please note that all the access points need to be
interconnected.

Step 1:
Select Parallel Broadband from the CONFIGURATION
command menu.

Step 2:
Select Enable and click the Parallel Broadband Enable/Disable
Apply button.

Status ¢ @ Enable © Disable
Step 3: g
Repeat Step 1 and Step 2 Loy
for the rest of the access
points.

New users wil then be
assigned to the access
point with the smallest
load, ensuring that each
access point has
approximately the same
number of users.

Important:
Implementing Parallel Broadband is redundant if
there is only 1 access point.
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Email Notification

This feature notifies you by emaiil if there is a change in the WAN IP
address that was supplied to you.

Step 1:
WAN PPPoE Setup Select WAN PPPoOE Setup

or WAN PPTP Setup from

the CONFIGURATION

S command menu.

O on-Demand 1dle Timeout (0:disabled) |30 seconds

© Always-On Reconnect Time Factor |30 seconds Step 2

i Click on the Email

Netnon sk Notification button.

Email Notification

Email Motification: &) Enable O Disable

Email address of Receiver: ‘ma\l@yahna.:om"

1P address of Mail Server : |152.168.56.43 _.‘ Needs authentication
User Name ;Wi
Password | eees I
Email address of Sender: Lseﬂd@yahun I:Ell'l:-lj
Status @

Step 3: N |
Select to Enable Email Notification and enter the following
details:

e Email address of Receiver:
Email address of the receiver to whom the message would
be sent.

e |P address of Email Server:

IP address of the SMTP server through which the message
will be sent.

It is recommended that you use your ISP’s SMTP server.

e User Name:
User Name for the specified email account.
This is necessary if authentication is required.

e Password:
Pass word for the specified email account.
This is necessary if authentication is required.

e Email address of Sender:
Email address to be displayed as the sender.
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Step 4:

Specify whether the SMTP server Needs Authentication or
not by setting the checkbox accordingly. By default it is not
selected.

Step 5:
Click on the Apply button.
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Using Static Address Translation

(Available in Wireless Routing Client and Gateway modes)

If you use a notebook for work in the office, you most probably bring it
home to connect to the Internet as well. Since it is most likely that your
office network and home network broadband-sharing network subnets
are configured differently, you would have the hassle of reconfiguring
your TCP/IP settings every time you use the notebook in a different
place. Static Address Translation allows you to bypass this hassle.

With SAT, if you try to access the Internet on your notebook from home
but with your office TCP/IP settings, the notebook will try to contact the
IP address of your office gateway to the Internet. When the access
point finds that the notebook is trying to contact a device lying on a
different subnet from that of the home network, it would inform the
notebook that the gateway to the Internet is in fact the access point
itself. From then the notebook would contact the access point for
access to the Internet without any change to the TCP/IP settings.

NOTE
For SAT to function properly:
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1. The IP address of the notebook should belong to a different
subnet from the LAN IP address of your access point.

2. The <Default Gateway> in the TCP/IP settings of your
notebook should NOT be left blank.

Step 1:
Select Static Address Translation from the Home User
Features command menu.

Step 2:
SeleCt Whether tO Enable or Enable/Disable Static Address Translation
Disable SAT, and click the
App|y button. Status © Enable © Disable
E=
SAT is disabled by default.
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Use DNS Redirection

(Available in Wireless Routing Client and Gateway modes)

When you enter a URL into your Internet browser, it requests for a name-
to-IP address translation from the Domain Name System (DNS) servers
to locate the web server hosting the desired website. The DNS server
searches its local cache for the answer, and if found, returns this
cached IP address. Otherwise, it contacts other DNS servers until the
query is answered.

With DNS Redirection, DNS requests from the LAN clients are processed
by the access point. It contacts the DNS server allocated by your ISP to
resolve these DNS requests unless you have already specified a default
DNS server in the access point LAN Setup. This default DNS server
overrides the one defined in the TCP/IP settings of the LAN clients,
allowing the access point to direct DNS requests from the LAN to a
local or to a closer DNS server that it is aware of, thus improving the
response time.

DNS Redirection also provides more control to the network
administrator. In the event that there is a change in DNS servers, he can
simply indicate the actual DNS server IP address an the access point
LAN Setup and enable DNS Redirection, without having to reconfigure
the DNS settings of every LAN client.
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e).
The access point contacts the Web server
indicated by DNS server A,

lhen communication is established

between the Web server and the access %
paint, the webpage will appear in your Web server
browser. hosting the website
Type a URL in the Access Point
Webbrowser, l -

) Z

' - Another DNS server B

The access point asks DNS Server

A for the IP address of the server contacted by DNS server A
hosting the website that you want to
access.

d).
DNS Server A returns the IP address
of the Web server to the access point.

b).
DNS Server A does not have the IP address of the web
server and contacts another DNS server to find the answer,
c).
DNS server B would then search its cache or would, in turn, contact
other DNS servers to return a reply to DNS Server A,

DNS server A
contacted by the access point

NOTE

An entry for the DNS Server field in the PC TCP/IP
Properties is required for Internet access.

If the exact DNS IP address is unavailable, simple
key in any valid IP address, for example:
10.10.10.10

=z
@]
—
m

Page 96



Enable or Disable DNS Redirection

Step 1.
Select DNS Redirection from the Home User Features
command menu.

Step 2:
Enable/Disable DNS Redirection Selloect to Enable or Disable
DNS Redirection.

Status : ® Enable O Disable

Step 3:
Click the Apply button.
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Dynamic DNS Setup

With Dynamic IP Internet connection, keeping track of your public IP
address for Internet communication is complicated as it is changed
regularly by the ISP. If you are doing some web hosting on your
computer, Internet users will have to keep up with the changing IP
address to access your computer.

When you sign up for an account with a Dynamic Domain Name
Service (DDNS) provider, it will register your permanent domain name,
for example: MyName.Domain.com You can configure the access
point to automatically contact your DDNS provider whenever it detects
a change in its public IP address. The access point will then log on to
update your account with its latest public IP address.

If a user enters your address: MyName.Domain.com into their web
browser, this request would go to the DDNS provider which will then
redirect the request to your computer, regardless of the IP address it is
currently assigned by your ISP.

To enable/disable Dynamic DNS Setup

Step 1:
Select Dynamic DNS Setup from the Home User Features
command menu.

Step 2:

Select to Enable or Disable
Dynamic DNS.

Dynamic DNS is disabled
by default.

Enable/Disable Dynamic DNS

Dynamic DNS Status : @ Enable O Disable

App

Click the Apply button.
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To manage Dynamic DNS List

Step 1:
Select Dynamic DNS Setup from the Home User Features
command menu.

Step 2:

If you have created a list Dynamic DNS List
eavlier, click on the Refresh

button to update the list. o e L v

Step 3:

To add a new Dynamic Choice DDNS Provider
DNS, click on the Add

button. T T
The Choice DDNS Provider o e e
page appears. =)

There are two default

providers that you can
use.

The parameters are
explained below:

e Choice:
Indicates your preferred DDNS provider.

e Provider Name:
Name of your preferred DDNS provider.

e Register Now:
Allows you to go to the website of your preferred DDNS
provider where you can register your account.
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2 DDNS providers are predefined for you. You need to be connected

to the Internet to register your DDNS account.

Select 2MyDNS — Dynamic DNS Service Provider as DDNS Service

Provider:

Step 1:

Under the Choice column in
the Choice DDNS Provider list,
check the radio button next to
the 2MyDNS - DNS Service
Provider entry.

Click on the Next button.

Step 2:
Enter your Domain Name.

Step 3:

The Auto Detect checkbox is
selected by default.

The WAN IP field is empty by
default.

These default settings should
be used if dynamic WAN IP
connection is used.

If your ISP connection uses
dynamic WAN IP:

Select the Auto Detect
checkbox to let the DDNS
server learn your current WAN
IP address.

Enter your DDNS account
Username and Password.

If your ISP connection uses a
fixed WAN IP:

Enter the IP address in the WAN
IP field.

Deselect the Auto Detect
checkbox.

The access point will update
the DDNS server with the
specified WAN IP.

Step 4: Optional
Your hostname will be allowed
multiple identities if wildcard is
enabled.

For example, if you register:
mydomain.2mydns.net, users
looking for
www.mydomain.2mydns.net or
ftp.mydomain.2mydns.net can
still reach your hostname.

Choice DDNS Provider

Chaoice Provider Mame Register Now

@ 2ZWMyDME - Dynamic DNS Senice Provider Reqister Online
Q DIDNS Beqister Online

g

Dynamic DNS Add

Provider : 2MyDNS - Dynamic DNS Service Provider
Domain Name : .| 2mydins.net

WAN IP : Auto Detect

wildcard : O YES @NO
Mail Exchanger :

Backup Mail Exchanger : O YES ®NO
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Step 5: Optional

In the Mail Exchanger field,
enter the Static WAN I[P
address of the mail server
configured to handle email for
your domain.

Select Backup Mail Exchanger
to enable this service.

Step 6:
Click on the Add button.

The new domain is added to
the Dynamic DNS list table. It
will appear as a hyperlink that
you can click to go back to
the Dynamic DNS Edit page.

Step 7:

From the Dynamic DNS Edit
page you can update or reset
the parameters, or delete the
domain name.

Dynamic DNS Add

Provider : 2MyDNS - Dynamic DNS Service Provider
Dormain Name :
WAN 1P

. [2mydns.net v/

Password
Wildcard

Mail Exchanger :

Dynamic DNS List

Domain Name Update Status
My Coding mycoding.com

eaple. Dmmﬁ eople.net

Dynamic DNS Edit

Provider : 2MyDNS - Dynamic DNS Service Provider
Domain Name : people . onlinepeople.net
WAN P : | | @ Auto Detect
Username : |tester
Password : esssss |
Wildcard : ®@YES ONO
Mail Exchanger : |ann_toy@powsrmeticcomsg |

Backup Mail

Exchanger : & ES ONO
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Select DtDNS as DDNS Service Provider:

Step 1:

Under the Choice column in
the Choice DDNS Provider list,
check the radio button next to
the DIDNS entry.

Click on the Next button.

Step 2:
Enter your Domain Name.

Step 3:

The Auto Detect checkbox is
selected by default.

The WAN IP field is empty by
default.

These default settings should be
used if dynamic WAN [P
connection is used.

If your ISP connection uses
dynamic WAN IP:

Select the Auto Detect
checkbox to let the DtDNS
server learn your current WAN
IP address.

Enter your DtDNS account
Username and Password.

If your ISP connection uses a
fixed WAN IP:

Enter the IP address in the WAN
IP field.

Deselect the Auto Detect
checkbox.

The access point will update
the DtDNS server with the
specified WAN IP.

Step 4:
Then click on the Add button.

Step 5:

While the new domain name is
being added to the list, the
message ‘Waiting in queue...”
will be displayed under the
Update Status column of the
Dynamic DNS List table.

Choice DDNS Provider

Choice Provider Name Register Now
(e} 2MyDNS - Dynamic DNS Setvice Provider Redister Online
® DIDNS Register Online

Dynamic DNS Add

Provider : DEDNS

Darmain Mame @ |gamer | .|3d-game.com ¥ |

wan 1P : 1921608044 | 1 auto Detect
Password : ;.:----

Dynamic DNS List

Domain Name Update Status

cool 3d-game.com Wiaiting in queue. N
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Use the Wireless Extended Features

Get Long Distance Parameters

The access point can calculate and display suggested values for
certain parameters to use to ensure that efficient wireless
communication between physically distant access points.

Select Advanced from WLAN Setup under Configuration.

Click on the Long Distance Parameters button under the Extended Features
section.
WLAN Advanced Setup

Beacon Interval |1IJD {100:10-1000%
Data Beacon Rate (DTIM) I'I {1:1-255)
RTSACTS Threshold W (2346:1-2346)
Frag Threshaold W (2346:256-2346)
Transmit Power IMaximum 'I

Apply |

Extended Features

Long Distance Parameters

Select to Enable the Outdoor function.

Long Distance Parameters

OutDoar

Distance(meter)
SlotTime(us) %l |

ACKTimeOut{us) .1 8

CTSTimeOut{us) |18

Note: Enter the distance of the clisnt from the AP, a set for recommended parameters
for SlotTime, AKCTImeOut and CTSTimedut will be computed. You can use the
recommended parameters or make your own fine tunings. Changes made will only take
effect after rebooting.

Apply
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button.

The access point can automatically calculate the values of the parameters to
input based on the distance between your access point and the other wireless
device. Enter the distance in meters and click on the Show Reference Data

You can enter the parameters based on the recommended values in the pop-
up window, click on the Apply button to update the changes.

Long Distance Parameters

Outdeer | Enable v |

Distance(meter) [

Show Reference Data ]

Long Distance Description

Parameters

Outdoor If set to Enable, the Outdoor parameters will be
configured for outdoor communication over short or
long distances as specified, it is disabled by default.

Distance Determines the distance between your access point
and the remote access point in meters.

Slot Time The amount of time is divided and each unit of time is
called one slot time.

ACK Timeout Determines the timeout allowed for the sending client
to receive the acknowledgment response from the
receiving client. If no acknowledgment packet is
received within this period, the sender will assume the
receiver has not received the packet and will attempt
to resend.

CTS Timeout Clear-to-Send Timeout is the time the wireless sender

will wait for a CTS packet signaling that the channel is
idle and it can start data transmission. If no CTS packet
is received within this period, the sender will assume the
channel is busy and will wait before trying to send
again.
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Set Virtual AP (Multiple SSID)

Virtual AP implements mSSID (Multi-SSID) whereby a single wireless card
can be setup with up to 16 virtual AP connections with different SSIDs or
BSSID (Basic Service Set Identifier) and security modes.

Virtual AP delivers multiple services by VLAN segmentation: making the
network think there are many SSIDs available and channeling each
connection through different VLANs to the respective virtual network
segments on the Ethernet network.

Ethernet Switch with
Virtual Local Area Network

Wireless

Local Area Network PCs WP54
I |
ESSID VAP1
V@@ FIVLANID  [10 VLAN ID 10 Group @
o ARZ Port1 mVLANID 2 FIVLANID [20 | Group @
® FIVLANID 20 @
2
ESSID VAP3 “VLAN ID 30 Group
@ EVLANID 30 @
= @ © &)
How it Works

When WLAN PC 1 connects to VAP 1 its packets are channeled to
VLAN 10 group where only services connected to Port 2 and Port 3 are
available to this wireless connection.

It is similar for WLAN PC 2 and WLAN PC 3. Although they connect to
the same radio card as WLAN PC 1, WLAN PC 2 can only access the
services available at Port 6 and Port 7 and WLAN PC 3 can only access
the services available at Port 10 and Port 11.

For more information on Virtual AP (Multiple SSID) please refer to
Appendix: Virtual AP (Multiple SSID) FAQ.
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Follow these steps to setup Virtual AP.

Virtual AP

Click on WLAN Setup from the
CONFIGURATION menu.
Select Virtual AP.

Virtual AP List

virtual ap List

En ESSID BESID Slatistics Security
Main e T ] Migw MONE
Sub

=]
@

Virtual AP List page displays.

Click Apply to register changes.

il et it el ot et Rt e Click Clear to clear Virtual AP List.
¢ Click Back to return to WLAN Basic
Setup page.
o Select the Delete option beside
any Virtual APs you wish to delete.
Click Add to goto add Virtual AP page.
Virtual AP @
1. Enter ESSID name.
ESSID samplevirtual AP
YLAN 1D I ' 2. Settings:
Closed System e VLANID
Rootap e Closed System
Security Mode; MNOME v e ROOtAP
Appl Back .
3. Select Security Mode

Click Apply to make changes or
click Back to return to Virtual AP
List page.
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Set Preferred APs

(Available in Client Mode)

When there is more than one AP with the same SSID, the Preferred APs

function allows you define the MAC address of the APs in order of
preference.

The MAC address at the top of the Preferred APs list has the highest
connection preference, and the MAC address at the bottom has the
lowest connection preference.

Follow these steps to specify your preferred APs.

Preferred APs

1. Click on WLAN Setup from the
CONFIGURATION menu.

2. Select Preferred APs.

Preferred Access Point MAC Address Q

Access Point 1 03A0:AABREZAL | (3 W3 W 5 X )

Access Paint 2 08:00:07:A%:2B:FC | 3 i o baods 404 2430 1' Enter the MAC
Access Point 3 .(XX:XX:XX:XX:XX:XX) addreSSGS Of the
Access Point 4 (o B B R MK W) preferred APS.

2. Click Apply to effect
the settings.
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Setup Point-to-Point & Point-to-MultiPoint
connection

You can implement Point-to-Point connection by simply setting one
device as ROOtAP in Access Point mode and setting the other device
as client in Transparent Client mode.

By default the device is in Access Point mode. To enable ROotAP simply
click on the radio button for ROotAP to enable the function.

Unlike most client devices which use only SSID for connection,
Transparent Client has option to lock the connection using BSSID or
MAC address of the AP. This is important feature for point to point
connection.

Unlike other point to point devices which require both device to enter
the MAC address of opposite device in setup before they can make
the connection, RootAP and Transparent Client requires only the AP to
flag as RootAP and have the client decide whether it needs to use
BSSID (MAC address) for permanent connection with AP or use SSID for
a more flexible connection with AP.

Because of this flexibility, creating point to point and multi-point with
ROOtAP is simply add more Transparent Client connection with AP.

Thus setting up point to point and multi-point is greatly simplified with no
down time to AP or the need to go to each site to do the setup.

You can implement Point-to-Point connection by simply setting one
access point as RootAP in Access Point mode and setting the other
access points to Transparent Client mode.

Follow these steps to setup ROOtAP
ROOtAP Step 1.

Click on WLAN Setup from the CONFIGURATION menu.
You will see the sub-menus expanded under WLAN Setup.
Click on Basic.

Ensure that The Current Mode is set to Access Point.

To change The Current Mode, please refer to: Common
Configuration - WLAN Setup - To Configure the Basic
Setup of the Wireless Mode.
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WLAN Basic Setup

Current Mode
ESSID

Wireless Profile
Country
Channel

T Rate

Azcess Pont

Change |

|compex-wp543

IMixed G0211na 802114

[~

[NO_COUNTRY_SET-(NA)

=

ISmartSeIe:t

IFuIIyAutD 'l

[" Closed System
7 &ct as RootaP

[T wLANID |

x| Channel Suwvey |
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ROOtAP Step 2:

Select Act as RootAP, click on the Apply button and
reboot your device to let your changes take effect.

WLAN Basic Setup

Current Mode Access Point Change |

ESSID

Icompexwp543
wireless Profile |Mixed 802.11na, 802.11a =l
Country |MNO_COUNTRY_SET-(N&) x|
Channel ISmartSeIect j Channel Survey
Tx Rate IFuIIyAuto j

[T Closed System
¥ act as Rootap

7 WLANID |
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Follow these steps to setup Transparent Client/s.

Transparent Client Step 1.:

Click on WLAN Setup from the CONFIGURATION menu.
You will see the sub-menus expanded under WLAN Setup.
Click on Basic.

Ensure that The Current Mode is set to Transparent Client.
To change The Current Mode, please refer to: Common

Configuration - WLAN Setup - To Configure the Basic
Setup of the Wireless Mode.

WLAN Basic Setup

Current Mode Transparent Client Change |
ESSID |c0mpexwp543 Site Survey |

Remate AP MAC [oooooooooon |

Wireless Prafile [ Mied 802.11na, 802,115 =
Country [NO_COUNTRY_SET-(N4) |

Tx Rate Fully Auto
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Transparent Client Step 2:
Select the Remote AP MAC checkbox.

Enter the Remote AP MAC.

WLAN Basic Setup

The Current Mode Transparent Client Change |
ESSID Icompexva543 Site Survey |
Remaote AP MAC [oosoaizaare | B
Wireless Profile Im
Country |NO_COUNTRY_SET-(N&) =]
Tx Rate IW,
Apply |

Note:

When using Remote AP MAC, the ESSID name must also
match the AP’s ESSID name, especially when Closed
System is enabled on the AP.

Repeat Transparent Client step to add more points to the Point-to-
MultiPoint connection.
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Setup Repeater

A Repeater AP can connect to an AP only if the option Act as ROOtAP is
set or checked in the AP setup.

Ethernet.Network

st Repeater AP

— W ndRepeater AP

Example: Network diagram with 2 repeater hops.

NOTE

As bandwidth degrades with every repeater hop it
iIs recommended that a limit of 4 hops is not
exceeded.
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—
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NOTE

DO NOT physically connect your PC to the server
via Ethernet cable in addition to the wireless
connection, as doing so will create a loop that is
not prevented by wireless loop preventing feature.

Ethernet.cable “ »
erver

Repeater AP
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Follow these settings to setup the root AP.

Root AP Settings:

Click on WLAN Setup from the CONFIGURATION menu.
You will see the sub-menus expanded under WLAN Setup.

Click on Basic.

Ensure that The Current Mode is set to Access Point.

To change The Current Mode, please refer to: Common
Configuration — WLAN Setup - To Configure the Basic
Setup of the Wireless Mode.

Select Act as ROotAP.

WLAN Basic Setup

Current Mode Access Point Change |

ESSID |compex—wp543

Wireless Profile [Mixed 802.11na, 802.11a =l

Country [MNO_COUNTRY_SET-(MA) 7|

Channel |SmartSeIect j Channel Survey
T Rate |FuIIyAutD j

[T Closed System
¥ &ct as RootaP

[T wLAMID |

Click Apply.
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Follow these settings to setup the repeater.

Repeater Settings:

Click on WLAN Setup from the CONFIGURATION menu.
You will see the sub-menus expanded under WLAN Setup.
Click on Basic.

Ensure that The Current Mode is set to Repeater.
To change The Current Mode, please refer to: Common

Configuration - WLAN Setup - To Configure the Basic
Setup of the Wireless Mode.

Repeater Basic Setup

Card Status enahble

The Current Made Repeater Change |

ESSID default

Remote ESSID |default Site Sunvey |
Remote BSSID [ooooooooooon | O

Wireless Profile | Mixed 802.11na, 802.11a =l

Country | MO_COUNTRY_SET-(Ma&) =]

Tx Rate |FuIIyAuto j

[T Closed System
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Options for defining the root AP:

e Accept the default Remote ESSID (root AP’s SSID)
Remote ESSID ‘default |

Femote BSSID |:_':E_':'f'is': 00:00:00:00 | 1

OR

e Enter the Remote ESSID.
Remate ESSID rootSSID

|
Remots BSSID lopoo.o0:000000 | [

OR

e Check and enter the Remote BSSID (root AP’s MAC
address)

Remote ESSID |.;::.,.~.»;..hs=- |

Remote BSSID 00:80.48: 310181 |

Click Apply.
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Secure your Wireless LAN

Step 1:

Select Security from WLAN Setup under the
CONFIGURATION menu.

Step 2:

Make a selection from the Security Mode drop-down list.
The Security Mode is set to NONE by default.

Click on the Apply button.

WLAN Security Setup

Security Mode NONE -vl
T
l YWEP
WhPA-Personal

[EEEB0Z 1%
WhPA-Enterprise

WPA-Auto-Personal
WPA-Auto-Enterprise

NOTE
All nodes in your network must share the same
wireless settings in order to communicate.

=z
@]
—
m
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Setup WEP

At the WEP Setup page,

WEP Setup

Key String Type:

@ Hex (0~9, a~f, 4~F) Length 10 or 26
O 4scii (0~9, a~z, A~Z) Length 5 or 13
Transmission key: :Key“1 v/

Key 1
Key 11 ® 64Bit O Bl
ey 1o @ seat O L 202

[Fegkeys
Key 4
Key 2: @ s4Bit O =Z€B

| Reset

key 3: © s4Bit O 128Bit

|

Key 41 @ g4Bit O 1288t

]

Step 1:

Specify the key entry type, by selecting either:
e Use Hexadecimal:
e Use ASCII

Step 2:

Select the Transmission Key from the pull down menu:
eKey 1l
eKey 2
eKey 3
eKey 4

The access point lets you define up to four different transmission keys.
It defines a set of shared keys for network security. You must enter at
least one WEP key to enable security using a shared key.

Step 2:

Select the length of each encryption key:
¢ 64- bit WEP
10 hexadecimal or 5 ASCII Text
¢ 128-bit WEP
26 hexadecimal or 13 ASCII Text

To clear the values that you have entered in the field, click on the
Reset button.

Click on the Apply button and reboot your access point.
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Setup WPA-Personal

(Available in Access Point mode)

Follow these steps if you have activated the WPA-Personal, WPA2-
Personal or WPA-Personal-AUTO security modes.

At the WPA1/2-PSK Setup page,

WPA1/2-PSK Setup

Key String Type:
O Hexadecimal(64 hex digits)
© Passphrase(8~63 ascii characters)

WRA-PSK: [11111111 |

Cipher Type: AUTO v
] TKIP |
GTK Update(seconds): LES | (60~3993)
AUTO
Apply

Step 1:

Specify the key entry type, by selecting either:
e Passphrase (Alphanumeric characters)
e Hexadecimal

Step 2:

Fill in the pre-shared network key:

If you are using the Passphrase format, your entry can
consist of a minimum of 8 alphanumeric characters or a
maximum of 63 alphanumeric characters.

Otherwise, when using the Hexadecimal format, your
entry MUST consist of 64 hexadecimal characters.

Page 120



Step 3:

For WPA-Personal

Set the Cipher Type to TKIP.

WPA replaces WEP with a strong encryption technology
called Temporal Key Integrity Protocol (TKIP) with
Message Integrity Check (MIC).

For WPA2-Personal

Set the Cipher Type to AES.

Advanced Encryption Standard (AES) is a stronger
symmetric 128-bit block data encryption technique. AES is
a requirement of WPA2 under the IEEE 802.11i standard.

For WPA-Personal-AUTO
Set the Cipher Type to Auto to allow the access point to
automatically detect the cipher type to use.

Step 4:

Enter the GTK (Group Transient Key) Updates.

This is the length of time after which the access point will
automatically generate a new shared key to secure
multicast/broadcast traffic among all stations that are
communicating with it. By default, the value is 600
seconds.

Step 5:

Click the Apply button and reboot your system, after
which your settings will become effective.
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Setup 802.1x/RADIUS

(Available in Access Point mode)

At the |IEEE 802.1x Setup page,

IEEE 802.1X Setup

Primary RADIUS Server P oo

Secondary RADIUS Server IP 0.0.0.0

Authentication Port _‘\ETZ

Accoun ting Port 11813

Shared Secret Key 7-------7

Broadcast Key Rotation{seconds) 600 (60~9999)
Key Length 54 bit |

Step 1:

Key in the IP address of the Primary RADIUS Server in your
WLAN. You can optionally add in the IP address of a
Secondary RADIUS Server, if any.

The RADIUS authentication server MUST be in the same
subnet as the access point.

Step 2:

By default, the value for Authentication Port number is
1812. You can leave this value as it is. This value must be
set to be the same as the one in the RADIUS server.

Step 3:

By default, the value for Accounting Port number is 1813.
You can leave this value as it is. This value must be set to
be the same as the one in the RADIUS server.

Step 4:
Enter the Shared Secret Key in the field provided.

Step 5:

By default, the Broadcast Key Rotation is set as 600
seconds. You may leave this value as its default setting.
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Step 6:

Select the length of each encryption key:
¢ 64- bit
10 hexadecimal or 5 ASCII Text
¢ 128-bit
26 hexadecimal or 13 ASCII Text

Step 7:

Click the Apply button and reboot your system, after
which your settings will become effective.
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Setup WPA Enterprise

(Available in Access Point mode)

Follow these steps if you have selected the WPA, WPA1-Enterprise,
WPAZ2-Enterprise, or WPA-Enterprise-AUTO security modes.

At the WPA1/2-EAP Setup page,

WPA1/2-EAP Setup

Primar: Yy RADIUS Server P |oooo
Secondary RADIUS Server P 00.00
Authentization Port 1812
Accoun ting Part [1813 ]
Shared Secret Key
Cipher Type:

GTK update(seconds): (60~9999)

Step 1:

Key in the IP address of the Primary RADIUS Server in your
WLAN.

You can optionally add in the IP address of a Secondary
RADIUS Server, if any. The RADIUS authentication server
MUST be in the same subnet as the access point.

Step 2:

By default, the value for Authentication Port number is
1812. You can either leave this value as it is or key in a
different Authentication Port but it MUST match the
corresponding port of the RADIUS server.

Step 3:

By default, the value for Accounting Port is 1813. You can
leave this value as it is. This value must be set to be the
same as the one in the RADIUS server.

Step 4:

Enter the Shared Secret Key used to validate client-server
RADIUS communications.

Page 124



Step 5:

Select the length of each encryption key:
¢ 64- bit
10 hexadecimal or 5 ASCII Text
¢ 128-bit
26 hexadecimal or 13 ASCII Text

Step 6:

For WPA-Enterprise

Set the Cipher Type to TKIP.

WPA replaces WEP with a strong encryption technology
called Temporal Key Integrity Protocol (TKIP) with
Message Integrity Check (MIC).

For WPA2- Enterprise

Set the Cipher Type to AES.

Advanced Encryption Standard (AES) is a symmetric 128-
bit block data encryption technique. It is a requirement of
WPA2 under the IEEE 802.11i standard.

For WPA- Enterprise -AUTO
Set the Cipher Type to Auto to allow the access point to
automatically detect the cipher type to use.

Step 7:

Enter the GTK (Group Transient Key) Updates.

This is the length of time after which the access point will
automatically generate a new shared key to secure
multicast/broadcast traffic among all stations that are
communicating with it. By default, the value is 600
seconds.

Step 8:

Click the Apply button and reboot your system, after
which your settings will become effective.
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Configure the Security Features

Use Packet Filtering

Packet filtering selectively allows /disallows applications from Internet

connection.

Configure Packet Filtering

Step 1:
Select Packet Filtering from the Security Configuration command menu.

Packet Filter Configuration

Step 2:
Select the Packet Filter Type by
clicking on the Change button.

Packet Filter Type : Disabled

Step 3:

Select from three choices: Disabled,
Sent, Discarded, and then click on the
Apply button. The default is Disabled,
which allows all packets to be sent.

Packet Filter Configuration

Packet Filter Type : Sent

Rule
Mame

Destination Day of the Tirne ofthe

IP Addressies) Portis) e e

Add

Step 4:

Click on the Add button and you will be
able to define the details of your Packet
Filter Rule from the screen on the right.

4a). Enter Rule Name for this new
packet filtering rule. For example,
BlockCS

4b). From the IP Address drop down
list, select whether to apply the
rule to:

Select Packet Filtering Type

® Disabled All 1P packets will be sent

AllIP packets will be sent except for

those matching one or more of the rules

Al IP packets will be discarded except

O Discarded for those matching one or more of the
rules

O sent

Add a new Packet Filter rule

Rule Name
1P Address : [Any v
From : 192,168,168,
To: 192,168,168
Destination Port : [Ary v
From
To:
Day of the Week : [Any v
From : [Mon (v
To:[Fi_v
Time of the Day : [Any ¥ (hh: 00-23, mm: 00-59)
From (hh:mm)
To: (hhimm)

Rule Name :
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-A Range of IP addresses
In this case, you will have to define
(From) which IP address (To) which
IP address, your range extends.

A Single IP address
Here, you need only specify the
source |IP address in the (From)
field.

-Any IP address
You may here, leave both, the
(From) as well as the (To) fields,
blank. Here, the rule will apply to
all IP addresses.

4c). At the Destination Port drop down
list, select either:

-A Range of TCP ports
In this case, you will have to define
(From) which port (To) which port,
your rule applies.

A Single TCP port
Here, you need only specify the
source port in the (From) field.

-Any IP port
You may here, leave both, the
(From) as well as the (To) fields,
blank. Here, the rule will apply to
all ports.

4d). From the Day of the Week drop
down list, select whether the rule
should apply to:

-A Range of days
Here, you will have to select (From)
which day (To) which day

-Any day
In this case, you may skip both the
(From) as well as the (To) drop
down fields.

IP Address

To:

e
From : 192,168.168.

192,168,168,

IP Address :

From :

To:

(Single 8

192.168.168.

192.168.168.

25

1P Address :
From :

To:

Any ¥

192,168.168.

192.168.168.

Destination Port :
From :

To:

Destination Port :
From :

To:

Single v
25

Destination Port :
From :

To:

Any ¥

Day of the week :
From :

To:

Range v
5

Fri v

Day of the Week :
From :

To:

. v
Sun ¥

Sun ¥
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4e). At the Time of the Day drop down
list, you may also choose to apply
the rule to:

-A Range of time
In which case, you have to specify
the time in the format HH:MM,
where HH may take any value
from 00 to 23 and MM, any value
from 00 to 59.

-Any time
Here, you may leave both (From)
and (To) fields blank.

Step 5:
Click on the Apply button to make the
new rule effective.

The Filtering Configuration table will then
be updated.

Add a new Packet Filter rule

Rule Name : [BlockCS
IP Address : [Any ¥
From : 192.168.168. |
To :192.168.168.| |
Destination Port ; | Single ~|
From : 27015 |
To : 27015 |
Day of the Week : |Range v |
From : ‘:Munr v
To : [Fi ¥
Time of the Day : |Range ¥/ (hh: 00-23, mm: 00-59)
From I]?[IEI | (hh:mm)
To i[1an0 (hh:mm)

Time of the Day : |Range ¥|(hh: 00-23, mm: 00-59)
From : |08:00 | (hh:mm)
To: (21300 | (hhimm)

Time of the Day : |Any ¥ (hh: 00-23, mm: 00-59)

From : (hh:mm)

To: | (hh:mm)

Step 6:

In this example, we would block an
application called CS from all PCs
(any IP address within the network)
from Monday to Friday 7am to
6pm, and this application is using
the port number 27015.

Therefore, for a rule we name
BlockCS, and add the entries
depicted on the left. Clicking on
the Add button will effect your
packet filter rule.

Page 128




Use URL Filtering

URL Filtering allows you to block objectionable websites from your LAN
users.

Configure URL Filtering

Step 1:
Select URL Filtering from the Security Configuration
command menu.

Step 2:
URL Filter Configuration To select the URL Filter Type,
click the Change button.

URL Filter Type :  Disabled Change

Step 3:

Select to Block or Allow, Sefect URL Filtering Type
and then click on the )

Apply button. The default O v ook e vtats oy s
is Disabled, which allows all
websites to be accessed.

Then click the Add button.

Step 4.
Add a new URL Filter For the Host Name field, input
the web site address that you
Hees e i chiscsbisnbsioscor. | wish to block. Then click the
Add button to complete your
£ setup.
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Use Multicast Filtering

This feature lets you allow or disallow streaming over the Internet, if you
have registered to ISP services providing videos and TV channel
streaming.

Click Multicast from the
Security Configuration menu.

Enable/Disable Multicast Filter 0

Status : ® Enable O Disable Enabllng the fllter
disallows video
streaming over the
Internet whereas
disabling the filter would
allow it.
Click Apply to complete
setup.

Note: This feature is
enabled by default.

If such services have
been subscribed to, set
this feature to Disable.
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Configure the Firewall

Configure SPI Firewall

Stateful Packet Inspection (SPI) thwarts common hacker attacks like IP
Spoofing, Port Scanning, Ping of Death, and SynFlood by comparing
certain key parts of the packet to a database of trusted information
before allowing it through.

NOTE
Firewall security rules should be planned carefully as incorrect
configuration may cause improper network function.

=z
@]
—
m

Select Firewall Configuration from the Security Configuration command menu.

Enable the firewall. You can choose among the Default Low, Default Medium or
Default High security options for convenient setup.

Then you may choose the type of network activity information you wish to log
for reference. Data activity arising from different types of protocol can be
recorded.

Firewall Configuration

Warning: Incorrect configuration may cause undesirable behavior.

Firewal Il Status @ Enable O Disable
Al user wisit LAN from WAN port
Log Information

TCP Packets [ uor Packets
Accepted
[ 1cMP Packets [ 1GMP Packets
[0 TP Packets UDP Packets
Deriied
[ 1cMP Packets [ 16mP Packets
Dispostion
Mo Active Name Policy Protocols Source Addressies) Destination Address(es) Source Ports Destination Ports.
o [F] ICMP-DENY Deny ICMP Any Any Any Any
1 =] TCP-DENY Deny TCR Any Any Any Any
2 icmp Accept =3 any Any Any any
3 dns Accept uop Ay Ay 53 Ay
4 ity 80-83 Accept TCP Aty Any Any 80-83
5 hittp:8080 Accept TCP Aty Ay Any 8080
B radius Accept uUpP Any Any 1645 Any
7 dhep-bootp Accept [0} Any Ay 57 68
Apply
DefaultLow | [ DefaultMedium | [ Default High
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You may add more firewall rules for specific security purposes. Click on the Add
radio button at the screen shown above, followed by the Edit button.

Rule
Name
Disposition
Policy

Protocols

ICMP
Types

Edit Firewall rule

Rule Humber : |7 %
fule Mame ;| dhcp-booip
Disposition Palicy : | Accept ¥

Protocols : | Udp v
ICMP Types
O &l Types
Destination Unreachable
[ Redirect
Time Exceeded
[ Timestamp Request
Information Regquest
[ address Mask Request

[ Echa Reply

Source Quench

[ Echo Reguest
Parameter Problem
[ Timestamp Reply
Information Reply
[ 4ddress Mask Reply

Source 1P Address : [Any |

(7o)
Destination 1P Address ¢ |Any |
(From)
(To) ¢
Source Port : [Single ¥
(From) : |67
(Toy : |
Destination Part : | Single v
(From) : |68
(7o)
Chack Options : | LSRR v|
Check TTL : | v

TTL value

Enter a unique name to identify this firewall rule.

This parameter determines whether the packets obeying the rule
should be accepted or denied by the firewall. Choose between
Accept and Deny.

Users are allowed to select the type of data packet from: TCP,
UDP, ICMP, IGMP or ALL.

Note: If users select either ICMP or IGMP, they are required to
make further selection in the ICMP Types or IGMP Types
respectively.

This IP protocol is used to report errors in IP packet routing. ICMP
serves as a form of flow control, although ICMP messages are
neither guaranteed to be received or transmitted.
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IGMP
Types

Source IP

ICMP Description

Packet Type

Echo Determines whether an IP

request node (a host or a router) is
available on the network.

Echo reply Replies to an ICMP echo
request.

Destination |Informs the host that a

unreachabl | datagram cannot be

e delivered.

Source Informs the host to lower the

guench rate at which it sends
datagrams because of
congestion.

Redirect Informs the host of a
preferred route.

Time Indicates that the Time-to-

exceeded Live (TTL) of an IP datagram
has expired.

Parameter Informs that host that there

Problem is a problem in one the
ICMP parameter.

Timestamp | Information that is from the

Request ICMP data packet.

Information | Information that is from the

Request ICMP data packet.

Information | Information that is from the

Reply ICMP data packet.

This IP protocol is used to establish host memberships in particular
multicast groups on a single network. The mechanisms of the
protocol allow a host to inform its local router, using Host
Membership Reports.

Host Information that is from the
Membership | IGMP data packet.

Report

Host Information that is from the
Membership | IGMP data packet.

Query

Leave Host | Information that is from the
Message ICMP data packet.

This parameter allows you to specify workstation(s) generating
the data packets. Users can either set a single IP address or set a
range of IP addresses.
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Destinatio
nIP

Source
Port

Destinatio
n Port

Check
Options

Check TTL

This parameter lets you specify the set of workstations that
receive the data packets. Users can either set a single IP address
or set a range of IP addresses.

You can control requests for using a specific application by
entering its port number here. Users can either set a single port
number or a range of port numbers.

This parameter determines the application from the specified
destination port. Users can either set a single port number or a
range of port numbers.

This parameter refers to the options in the packet header. The
available selection options are abbreviated as follows:

SEC - Security

LSRR - Loose Source Routing
Timestamp - Timestamp

RR - Record Route

SID - Stream Identifier

SSRR - Strict Source Routing
RA - Router Alert

This parameter would let you screen packets according to their
Time-To-Live (TTL) value available options are:

1. Equal

2. Less than

3. Greater than
4. Not equal
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Use the Firewall Log

The Firewall Log captures and stores network traffic information such as
the type of data traffic, the time, the source and destination address /
port, as well as the action taken by the firewall.

View Firewall Logs

Step 1:

Select Firewall Log from the SECURITY CONFIGURATION command menu.

Firewall Log

i Source Destination Source Destination
fioz) geen Brotosel Address  Address | Port Port

Fefresh
&

Step 2:
Click on the Refresh button to see the
information captured in the log:

Time at which the packet was
detected by the firewall.

Action, which states whether the
packet was accepted or denied.
Protocol type of the packet.

Source Address from which the
packet originated

Destination Address to which the
packet was intended.

Source Port from which the packet
was initiated.

Destination Port to which the packet
was meant for.

Any Information.
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Administer the System

Use the System Tools

Use the Ping Utility

(Available in Wireless Routing Client and Gateway modes.)

You can check whether the access point can communicate (ping)
with another network host with the Ping Utility.

Step 1.
Select Ping Utility under the SYSTEM TOOLS command
menu.
Step 2:
Fing utility Enter the IP address of the

Target Host IP Address : [192.168.168.1 targ et host to p| ng .

Click the Start button.

Ping Return Message

The Ping messages are displayed.
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Use Traceroute

Traceroute lets you do a network IP trace from device source IP to the destination IP
To start, simply enter the destination IP and click Start to trace.

This utility is generally for tracing IP on a different IP network.
The device need to first setup a default gateway and connect to a gateway router.

If device is setup to operate in Gateway or Wireless Routing Client mode then
function can start without start further setup to device.

Network Traceroute

Destination
[100.100.100.1

host:
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Use Ping Watchdog

This function let you monitor the client connection with AP using ping test.
When client failed to get a ping respond from AP it will forced the client to

reboot.

When device is just startup, there will be a delay of 1 minute before it start the ping

monitor operation.

IP address : destination IP address XxXx.XXX.XXX.XXX to monitor.

Ping Interval : Wait time (in second) before it run 1 ping test.

Startup Delay : Minimum 60 seconds default. Enter 60 and above to increase delay.

Failure Count To Reboot: Number of consecutive ping failures before initiate reboot.

Example,

If Ping Interval is 20 sec and Failure Count is 5, then time to reboot after 5
consecutive failures is 5 x 20 sec = 100 sec before it initiate a reboot.
This function let you monitor the client connection with AP using ping test.
When client failed to get a ping respond from AP it will forced the client to

reboot.

When device is just startup, there will be a delay of 5 minutes before it start the ping

monitor operation.

IP Address I—
To Ping:
Warning: It's dangerous to

input a unreachable ip
address here.

—
—

The value of Startup Delay
should be at least 60
seconds.

Ping
Interval
{seconds):

Startup
Delay
{seconds):

Failure
Count To
Reboot:

—
E=
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Ping Watchdog

State:

The ping watchdog sets the device to ;J
contbinuously ping a user defined IP address (it
can be the internet gateway for exawple). I£f it
iz unable to ping under the user defined
constraints, the deviece will automatically
rebhoot,. This option creates a kind of "fail-
proof™ wechanism.

Ping Watchdog iz dedicated for continuous
monitoring of the particular connection to remote
host using the Ping tool. The Ping works by
sending ICHP "echo request"™ packets to the target
host and listening for ICHMP"echo response™
replies. If the defined nuwkber of replies is not
received, the tool reboots the dewvice.
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Use Auto-Reboot

This function lets you set a time period to automatically kick start the Auto-Reboot
operation to reboot the device.
It support 2 types of time setting, By Time and In Hour

In Hour, you simply enter the number of hours the device will run before it kick start
the auto-reboot function. e.g. 4 hours means 4 hours from time device is power up to
kick start Auto-Reboot.

By Time, you enter the exact time (24 hour format) to kick start the Auto-Reboot
function. e.g. 23:59 means 11:59 PM to kick start Auto-Reboot
To ensure correct time you need to setup a default gateway IP and enable time update

from a real time clock server.
Default gateway IP can be set in LAN Setup page and real time clock update can be

set in System Clock Setup page.

Auto-Reboot Setup

Auto-Reboot Mode: Disahle vI

Disable
iln Hour

Auto-Reboot Setup

Auto-Reboot Mode: IEIyTime vI

Time{HH: MM 24 hours) |23:EEI

Auto-Reboot Setup

auto-Reboot Mode: IIn Hour vI

Hour |4
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Use Syslog

Syslog forwards system log messages in a network to a machine
running a Syslog listening application. It is used to help in managing the

computer system and increase security on the network.

Freeware supporting Syslog is widely available for download from the

Internet.

r Syslog Enabled Device
l _ o 1

Transfer Logs
Via Syslog

\ \ g Machine Running
k Syslog listening application

Workstations

This section shows how to:
e Setup Syslog.
¢ View logged information.

The System Log Setup page allows the user to:
e Enable or Disable system logging.

e Set the Remote IP Address or Domain Name and Remote Port for

the router to send the system log messages to.
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Follow these steps to setup Syslog:

Step 1:
Click on Syslog from the SYSTEM TOOLS menu.

Step 2:

System Log Setup

Status O Enable & Disable
Logging IP or Daomain Mame 192.168.168.1 |
Logging Port 514 |

Apply

Select to Enable Syslog.
Enter the Logging IP or Domain Name

Enter the Logging Port

Click Apply to make the changes.
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Follow these sample steps to view logged information:

Step 1:
Search for a Syslog listening application.

Web Images Groups [News more »
syslog

Search: @ the web O pages from Singapore

Step 2:
Select a Syslog listening application.

Web

Syslog Daemon for Windowis, Free Syslog Server, Firewall logging ...
Yindows Syslog Daemon: receives, filters, logs, displays and forwards Sysleg messages
and ShMP traps. Freeware and serice versions available.

Step 3:
Download Syslog listening application.

Download Now

Step 4.
Install Syslog listening application.

Step 5:
View logged information on Syslog listening application.

Syslog Daemon

Fie Edit View Help
& & m A Display 00 (Default]  ~

Date Time Prioiity Hostname  Message ~

03-07-2006 10:18:36 MailInfo 10.0.0.10  This is Syslog lest message number 24
03072006 10:18:35 System3.Emerg 10.0.0.10  This is Syslog lest message number 23
03-07-2006 10:18:34 LocallEmerg  10.0.0.10  This is Syslog test message number 22
03-07-2006 10:18:33 Mail.Debug 10.0.0.10  This is Syslog test message number 21
03-07-2006 10:18:32 SyslogWarning 10.0.0.10  This is Syslog test message number 20
03072006 10:18:31 Locall.Debug  10.0.0.10  This is Syslog lest message number 19
03-07-2006 10:18:30 Local5.Alert 10.0.0.10  This is Syslog test message number 18
03-07-2006 10:18:29 Systemd.Debug 10.0.0.10  This is Syslog lest message number 17
03-07-2006 10:18:28 Local3 Info 10.0.0.10  This is Syslog test message number 16
03-07-2006 10:18:27 Lpr.Critical 10.0.0.10  This is Syslog test message number 15
03-07-2006 10:18:26 Systemd Notice 10.0.0.10  This is Syslog test message number 14
03072006 10:18:25 Systeml.Critical 10.0.0.10  This is Syslog test message number 13
03-07-2006 10:18:24 UserWaming  10.0.0.10  This is Syslog test message number 12
03072006 10:18:23 System2Info  10.0.0.10  This is Syslog test message number 11
03-07-2006 10:18:22 Local6.Critical 10.0.0.10  This is Syslog test message number 10
03072006 10:18:21 Locald.Emerg  10.0.0.10  This is Syslog test message number 9
03-07-2006 10:18:20 UUCP.Debug  10.0.0.10  This is Syslog test message number 8

03-07-2006 10:18:19 Local.Info 10.0.0.10  This is Syslog test message number 7

03-07-2006 10:18:18 User Eror 10.0.0.10  This is Syslog test message number 6

03-07-2006 10:18:17 Local3.Notice  10.0.0.10  This is Syslog test message number §

03-07-2006_ 10:18:16  Kemel.Info 10.0.0.10_ This is Susloa test messaae number 4 s
100% 24 MPH 10:20 03-07-2006
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Show Event Log

An entry is added to the Event log when there is a significant
occurrence in the network. Emergency, informational, warning, error,
and messages for troubleshooting are recorded in the Event Log. With
the event logs you can obtain information about your network. The
event logs help you identify and diagnose possible network problems.

Follow these steps to show the Event Log:

Step 1:
Click on Event Log from the SYSTEM TOOLS menu.

Event Log Show

Event log show: _ :
EMERG [¥] INFO [¥] waRN [¥] ERROR [¥] verbose

Type  Timestamp Message

Step 2:
Select which type of event log to show.

Event Log Types
EMERG | Indicates that the network is unusable.
INFO Indicates an informational message only.
WARN | Indicates a warning condition.
ERROR | Indicates an error condition.
verbose | Used for troubleshooting.

Step 3:

Click the Show button, the event log messages will be shown along with the time
they were generated.
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Set System Identity

You can set the System Identity of the access point to be uniquely
identifiable.

Step 1:
Select System ldentity from the SYSTEM TOOLS menu.

System Identity

System Mame ; :Wiﬁéle,s,s,[ANAFEE,S,S“,PD]”!

System Contact : .unknuwn

System Location ; :urj}(nq}vvn
Step 2:
Enter a unique System Name. The maximum length is 50
characters.
Step 3:

Enter the name of a contact person in the System
Contact field. The maximum length is 50 characters.

Step 4:

Enter the System Location.

This entry identifies the device location, especially when
there are multiple devices. The maximum length is 50
characters.

Step 5:
Click on the Apply button to effect the changes.

Page 144



Setup System Clock

Step 1:
Select System Clock Setup from the SYSTEM TOOLS menu.

System Time Setting

5 e ———
Current Router Time: | ! 2]:22 ‘
and Time Zone: GMT-07:00

Proposed Router Time: |[17/04/2008 005517 |

Select to Change the Time Zone for the Router Location:

[GMT-07:00 {Mountain Time (US & Canads), ..) b
Auto Time Setting (SNTP) & Enable O Disable
(imenist gov |

Time Servers e —
| cesium mik nao.ac.jp v

2.9, time.nist.gov;ns.arc.nasa.gov

Step 2:

Select the appropriate time zone from the Select to
Change the Time Zone for the Router Location drop-down
list.

Step 3:

Enable the Auto Time Setting (SNTP) radio button. SNTP
stands for Simple Network Time Protocol and is used to
synchronise computer clocks.

Step 4:
Fill in the Time Servers field and click on the Apply button
to effect the changes.
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Upgrade the Firmware

You can check the types and version of your firmware by clicking on
About System from the HELP menu.

To begin with, ensure that you have the updated firmware available.

Step 1:
Select Firmware Upgrade from the SYSTEM TOOLS menu.

Firmware Upgrade

Upgrade Firmware (path and file name)

I |[(Browse. *
Upgrae

Step 2:
Click on the Browse button to locate the file.

Step 3:
Click on the Upgrade button.

Follow the instructions given during the upgrading
process.

Firmware Upgrade

Upgrading firmware now .....

please wait 50 seconds and don't turn off the power
until see the "Firmware Upgrade Successfully" page,
reboot to effect all changes.

BURNING FLASH I!!

Please keep current upgrade page IIf

4
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You need to reboot the system after the firmware
upgrade.
Firmware Upgrade
Firmware upgrade successfully, reboot now?
NOTE
NOTE| The firmware upgrade process must NOT be
==| interrupted; otherwise the device might become
unusable.
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Perform Firmware Recovery

If the system fails to launch properly, the access point will automatically
switch to loader mode and the diagnostic light will remain flashing.
The firmware will need to be reloaded.

Access Point State Diagnostic LED (%)

State
Corrupted firmware — access point | Blinks very fast
automatically switches to loader

mode
Recovery in progress ON
Successful recovery Blinks very slowly

Before starting, check the status of the diagnostic light to confirm if
firmware failure has occurred.

Step 1:

Stop power supply and disconnect the access point from
the network.

Step 2:

Connect the LAN port of the access point to the LAN port
of your computer with an MDI cable.

Step 3:

Power on the access point, and start up your computer.
You are recommended to set your computer’s IP address
to 192.168.168.100 and its network mask to 255.255.255.0.

It is recommended that your computer IP address is set to
192.168.168.100 and the network mask is set to
255.255.255.0

Step 4:
Insert the Product CD into the CD drive of your computer.
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Step 5:

From the Start menu, click Run and type cmd. When the
command prompt window appears, type in the following
command:

X:\recovery\TFTP -i 192.168.168.1 PUT image_name.IMG,
where X refers to your CD drive and image_name.IMG
refers to the firmware filename found in the Recovery
folder of the Product CD.

Step 6:
If you have downloaded a newer firmware and have
saved it in your local hard disk as:

C:\accesspoint\accesspointxxx.IMG, then replace the
command with this new path and firmware name. For
example:

C:\accesspoint\TFTP - 192.168.168.1 PUT
accesspointxxx.img

You can monitor the status from the diagnostic light.
While firmware is writing to the flash chip of device, DIAG
light will stop flashing and remain solid light up.

When writing to flash is successfully, it will start to blink
slowly (1 flash /sec).

When firmware restoration is complete, reboot the access
point and it will be ready to operate.
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Backup or Reset the Settings

You may choose to save the current configuration profile, create a
backup of it on your hard disk, restore an earlier saved profile, or to
reset the access point back to its default settings.

Reset your settings

Step 1:

Select Backup or Reset Settings from the SYSTEM TOOLS
menu.

Step 2:

To discard configurations made and restore the access
point to its initial factory settings, click on the Reset

Backup or Reset Settings
Erase the Machine's configuration, restore its factory default RESEE
settings ===>
Backup the Machine's configuration ===>
Restaore the Machine's configuration (path and file name)
Step 3:

The system will prompt you to reboot your device, click on
the Reboot button.
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Backup your Settings

Step 1:

Select Backup or Reset Settings from the SYSTEM TOOLS
menu.

Step 2:

To back up the current settings of your access point onto
your hard disk drive, click on the Backup button.

Backup or Reset Settings

Erase the Machine's configuration, restore its factory default

S
Backup the Machine's configuration ===
Restore the Maching's configuration {path and file name)

| |[ Browse.. |

Step 3:
Save your configuration file to your local disk.

File Download E|
Do you want to save this file?

@ MName:  config.cfg
Type: Linknown File Typs, 7.52 KB

From: 192.168.168.1

Save | Concel

harmn your camputer. If you do nat st the source, da nat save this

@ “while files from the Intemet can be useful, some files can potentially
file. Wwhat's the risk?
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Restore your Settings

Step 1:

Select Backup or Reset Settings from the SYSTEM TOOLS
menu.

Step 2:

To restore previously saved settings, click on the Browse...
button and select the folder where you saved your
configuration file.

Backup or Reset Settings

Erase the Machine's configuration, restore its factory default
ol
Backup the Machine's configuration ===x
Besttreithe Mocine S TeaR ol nighatleTle T e
}C \Dacuments and Settings\config.cfg. | | Biowse. |

—

Click on the Restore button and the system will prompt
you to reboot your device.
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Reboot the System

Most of the changes you make to the system settings require a system
reboot before the new parameters can take effect.

Step 1:
Select Reboot System from the SYSTEM TOOLS menu.

Step 2:
Click on the Reboot button.

Reboot System

Reboot now?

Step 3:

Wait for the system to reboot and the login page will be
displayed.

Rebooting

The machine is rebooting ...,
Please wait for about 30 seconds until login page is displayed.

http://192.168.168.1
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Change the Password

It is recommended that the login password is changed from the factory
default password.

Step 1:
Select Change Password from the SYSTEM TOOLS menu.

Step 2:

Key in the Current Password. The password is case-
sensitive and defaulted to password

Enter the New Password field and then Confirm Password.
The maximum length is 31 characters.

Step 3:
Click on the Apply button to update the changes.

Change Password

Current Password:  |sssssssas

Mew Password: ------

Confirm Passward:  |sssesssl | |
Apply
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To Logout

Step 1:
Select Logout from the SYSTEM TOOLS menu.

Step 2:

Click the LOGIN! button to access the access point
configuration interface again.

Wireless LAN Access Point Management

Please enter your password:

_— e

[ Forgot your password? - see the User's Guide for instructions ]
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Use the HELP menu

View About System

System Information displays system configuration information that may
be required by support technicians for troubleshooting.

Select About System from the HELP menu.

The System Information page displays information about
the access point configuration settings.

System Information

Device:

System Up Time : 0 Days 06:45: 50
BIOS/Loader Version : 2,31 (build 0310}
Firmware Yersion 2.06 (build 1229)
Network Address Translation : Enahled

Wireless:

Hardware address ; 00-80-48-37-95-8b
WLAN narne (ESSID): Access Point
Operating frequency : OMHz

Operating Channel : 0

Security mode : More

RSSI: u]

LAN Port:

Hardware address : 00-80-48-37-95-8a
1P Address ! 192.168.168.1
MNetwaork Mask : 255.255.255.0
DHCP Server : Enabled

WAN Port:

Hardware Address : 00-80-48-37-95-8b
WaN Type @ Dynaric {DHCP)

IP Address :

MNetwaork Mask :
Default Gateway @
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Additional System Information Tools

Click Show ARP to display the current connected list of devices.
Show ARP Table

IP address MAC address Interface
192.168.163.215 00;80:43; L5 BF: 5A bro

Fefresh |

Click Show Bridge Table to display the active list of MAC addresses in current
bridge table

Show Bridge Table

MAC Address Interfaces Ageing Timer
00:80:48: 15:bf: 5a no 0.06
00:80:48:48:00: 10 WES 0.00
00:80:48:43:00: 11 WES 0.00

Refresh |

Click Show Throughput to display the plot of receive and transmit traffic for the
following interfaces, LAN , WLAN and WAN PPP. Click on one to view.

Show Throughput{Lan)
Please choose
which
50m - : : : . - throughput
45 : g g g I F:0.02mbps | you want to
40 5 : : 5 : [0 T 0.07Mbp= See:
3s b b e e —— ® Lan
o € wian
25 S e e © pep
20 Lo L Lo SRR PR OO RO SO SONE S Mote:
15 : § : : § : Throughput of
: : : : : i PRF anly
= : : : : 3 i 3 appears when
5 L L L SRR SR S S the WaN type
— 5 : 5 5 : X is PPPOE or
0 FRTR,
Fefresh
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Get Technical Support

This page displays the contact information of technical support centres
around the world.

If further information unavailable in the manual or data sheet is
required, please contact a Technical Support Centre by mail, email,
fax or telephone.

Click on Get Technical Support from the HELP menu.

Support Information

For technical support email to: support@compes. com.sg
For updates connect to the following Web Sites:

http: /v cpz.com

http: /v compex.com.s

Regional Technical Support Centers

U.5.4., Canada, Latin America and South America :
Compex Inc.
840 Columbia Street, Suite B, Brea, CAS2821,USA
Tel : (714) 482-0333
Faw : (714) 482-0332
800 Line: (800) 279-8891
Support email: support@cpx.com

Asiz, Australia, New Zealand, Middle East and the rest of the world :
Compes Systems Pte, Ltd,
135, Joo Seng Road, #08-01,
PM Industrial Building
Singapore 368363
Hotline : (65) 6-286-1805
Faw : (65) 6-283-8337
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Appendix: Virtual AP (Multi-SSID)
FAQ

Q1) what is mSSID?

Multi-SSID (mSSID) as the name suggest, allows an access point (AP)
with a single radio card to support more than one SSID.

Q2) what can you do with mSSID connection?

The application of mSSID is to provide better security with multiple
network path connections from a single AP, to multiple VLAN network
segments of the switch on the local area network.

A network setup application is illustrated below.

Ethernet Switch with
Virtual Local Area Network

Wireless
Local Area Network PCs WP54

@ ESSID VAP1
® g FIVLANID (10 = VLAN ID 10 Group
ESSID VAP2 Port1 @VLANID 2 { FIVLANID 20 | Group
VLAN ID 20

VLAN ID 30 Group

ESSID VAP3
[FIVLAN ID 30

© ©

e
e

E.Q.

Virtual AP with SSID: VAP1, VLAN ID: 10, and WPA-PSK wireless security
enabled will be channeled to Port 2 and Port 3 where the internet-
sharing router is connected.

Virtual AP with SSID: VPA2, VLAN ID: 20, WPA-EAP enabled, and
connected to a radius server, will be channeled to Port 5 and Port 6,
which are connected to the firewall of the internal local area network.
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Q3) Can | update my access point to this mSSID firmware?

Yes. You can retain your access point configuration when you update
to the mSSID firmware if the current firmware running is v1.3x and
above.

If AP is running the following configuration setup, updating to the mSSID
firmware will affect the configuration.

If AP is running as PtP (Point-To-Point) or PtMP (Point-To-MultiPoint)
mode.

The reason it cannot retain the configuration is because mSSID uses a
new PtP and PtMP connection setup method called: RootAP and
Transparent Client. This method is compliant with IEEE 802.11h standard.

AP is running very old firmware v1.2x and below.

Q4) Can | update to mSSID firmware but setup only one SSID
connection?

Yes, mSSID firmware operation is similar to previous single SSID firmware
when setup with one SSID.
If the existing AP is running v1.3x frmware, after updating to mSSID it will
retain and continue to run the previous configuration. No
reconfiguration is needed.

Q5) I have a MAC Filtering table set from a previous firmware.
Will updating to mSSID cause the MAC table to be lost?

No, if your firmware is v1.3x and higher, updating to mSSID firmware will
retain all entries in the MAC table.

However, if you switch back from mSSID to the previous sSSID firmware,
the MAC table will be lost.
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Q6) | have Pseudo VLAN for Per Group enabled. Will updating to mSSID
firmware still support wireless clients with MAC addresses listed in Per
Group?

The mSSID firmware replaces Pseudo VLAN and integrates it into VAP
(Virtual AP) and MAC Filtering.

Thus, Pseudo VLAN with its VLAN ID and MAC listing will be lost after
updating to mSSID firmware.

Refer to the user manual on how to create new VAP with VLAN ID and
MAC Filtering.

Similarly, Per Node (control to isolate wireless station in AP) being part
of Pseudo VLAN will also be lost.

This option can be enabled again with the option "Station Isolation” in
VAP setup page.

Q7) I have WDS setup in my network. Will mSSID still support this?

WDS has the limitation that it can only support WEP security key.

To support higher wireless security it is replaced with Repeater mode in
mSSID firmware.

Thus, updating to mSSID will disconnect the WDS links and connections
with the rest of the APs.

It is recommended to connect directly to each AP to update the
firmware, then set to Repeater mode and configure it before updating
the next AP. This way you can build back the connections.

Refer to the user manual for more details instructions on the setup.
Updating to the mSSID firmware is not necessary if you do not need the
higher wireless security support.
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Q8) I have 2 of the access point units installed at a site about 2km from
each other running PtP modes.
Should | update to mSSID firmware? Can | do it from one location
to update the firmware like | do with the current single SSID
firmware?

The setup for PtP and PtMP for mSSID firmware is different the current
sSSID firmware.

After mSSID firmware starts up, the link between the 2 APs will be lost.
The recommended method is to setup 2 similar model units in the
office. Load the mSSID firmware and create the new PtP / PtMP
configuration using the actual parameters of the 2 units on site that you
will update.

After testing the connection to be working in the office, backup the
configuration file for each unit.

Go to the first site to update the mSSID firmware and restore the
configuration for the site, then go to the next site and do the same.
When both APs are up again, the network at both sides should be
connected with the new PtP setup.

** Note: If existing PtP connection is running well, it is not necessary to
update to the mSSID firmware.

Unless you have the following concerns:

Current firmware PtP is not compliant with IEEE 802.11h standard and
the respective country authority requires it to be changed.

Current firmware PtP wireless security only supports WEP key and you
are very concerned about the vulnerabillity to being hacked.
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Appendix: View the Technical
Specifications

FCC Part 15 SubPart B and SubPart C (for wireless module)
EN 300 328-2

EMC CE EN 301 489 (EN300 826)

EN 55022 (CISPR 22)/EN 55024 Class B

EN 61000-3-2

EN61000-3-3

CE EN 60950

IEEE 802.11a
|IEEE 802.11b
IEEE 802.11g
IEEE 802.11n

e 802.11 a/b/g: Upto 54Mbps

e 802.11 n: Upto 300Mbps

5.180 ~ 5.825 GHz
2.4 ~2.4835 GHz
2.4 ~2.497 GHz

2.4 GHz and 5 GHz

e 64 - bit/ 128 - bit WEP
o WPA-Enterprise, WPA-Personal, WPA2-Enterprise, WPA2-Personal,
WPA-Auto-Enterprise, WPA-Auto-Personal

e Tagged VLAN *(Only packets sent to ethernet port is tagged.
Incoming and outgoing wireless packets are
not tagged.)

e |EEE 802.1x —TLS, TTLS, PEAP, EAP-SIM
e Wireless MAC address filtering (in Access Point mode)

e 10/100 Mbps auto-negotiating Ethernet ports (RJ45)

OFDM (BPSK, QPSK, 16-QAM, 64-QAM), DSSS (BPSK, QPSK, CCK)

18 dBm
20 dBm
20 dBm
20 dBm

Virtual AP

Long Distance Parameters Setup

Adjustable transmit power control (in 1dB steps)
Smart Select

STP

HTTPS
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Detachable 2dBi antenna with SMA connector

e HTTP Web Management
e SNMP
- SNMP (RFC1157)
- SNMP (RFC1213)
e Telnet
e SSH

Yes

By MAC address

Yes

Yes

Output 12V DC- 24V DC (localized to country of sale)

Passive PoE

100 meters (max)

-20°C to +70°C

-65°C to +100°C

5% to 95% RH
Humidity (RH — Relative Humidity)

145mm x 132mm x 41mm (H x W x D)




Technical Support Information

The warranty information and registration form are found in the Quick
Install Guide.

For technical support, you may contact Compex or its subsidiaries. For
your convenience, you may also seek technical assistance from the
local distributor, or from the authorized dealer/reseller that you have
purchased this product from. For technical support by email, write to
support@compex.com.sg.

Refer to the table below for the nearest Technical Support Centres:

Technical Support Centres

Contact the technical support centre that services your location.

U.S.A., Canada, Latin America and South America

< Write Compex, Inc.
840 Columbia Street, Suite B
Brea, CA 92821, USA
& Call Tel: +1 (714) 482-0333 (8 a.m.-5 p.m. Pacific time)
Tel:  +1 (800) 279-8891 (Ext.122 Technical Support)
EhFax Fax: +1(714) 482-0332
Asia, Australia, New Zealand, Middle East and the rest of the World
< Write Compex Systems Pte Ltd
135, Joo Seng Road #08-01, PM Industrial Building
Singapore 368363
@ Call Tel:  (65) 6286-1805 (8 a.m.-5 p.m. local time)
Fax Tel:  (65) 6286-2086 (Ext.199 Technical Support)
Fax: (65) 6283-8337
Internet E-mail: support@compex.com.sg
access FTPsite: ftp.compex.com.sg
Website: http://www.cpx.com or http://www.compex.com.sg

We value your feedback. If you have any suggestions on improving, we
would like to hear from you.

Please contact us at:
Fax: (65) 62809947
Email: feedback@compex.com.sq

We hope this manual was helpful to you. For more Compex
information, please visit us at www.compex.com.sg
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